CENTRAL
: Privacy Act of 1974
Systems of Records

Note: Systems of records for the Central Intelligence Agency are
current as of September 7, 1976.

STATEMENT OF GENERAL ROUTINE USES

The following routine uses apply to, and are incorporated by
reference into, each system of records set forth below.

1. In the event that a system of records maintained by the Cen-
trai Intelligence Agency to carry out its functions indicates a viola-
tivn or potential violation of law, whether civil, criminal or regula-
tor. in gature, and whether arising by general statute or particular
pregram pursuant thereto, the relevant records in the system of
records may be referred, as a routine use, to the appropriate agen-
cy. whether Federal, state, local or foreign, charged with the
respansibility of investigating or prosecuting such violation or

charzed with enforcing or implementing the statute, ot rule, regula-

tivn or order issued purfuant thereto.

2. A record from this system of records may be disclosed, as a
routine use, to a Federal, state or local agency maintaining civil,
ceiminal or other relevant enforcement information or other per-
tin=nt information, such as current licenses, if necessary to obtain
information relevant to a Ceatral Intelligence Agency decision con-
cerning the hiring or retention of .an employee, the issuance of a
security clearance, or the letting of a contract.

3. A record from this system of records may be disclosed, as a
routine use, to a Federal agency, in response to its request, in con-
nsction with the hiring or retentioa of an employee, the issuance of
a security clearance, the reporting of an investigation of an em-
ploy=e, the letting of a contract, or the issuance of a license, grant,
or other bznefit by the requesting agency, to the extent that the in-

- formation is relevant and necessary to the requesting agency’s deci-
sion on th: matier.. .

4. A record from this system of records may be disclosed, as a

. routine use, in the course of presenting evidence to a court, magis-
trate or administrative tribynal, including disclosures to opposing
counsel in the course of setaemem negotiations.

5. A record from this system of records may be disclosed to the

fice of Management and Dudget in connection with the review of

private release legislation as set forth in OMB Circular No. A-19 at
any stage of the legislative coordination and clearance process as
set forth in that Circular '
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Categories of individuals covered by the system: Agency

5-—CIA-51

and con-~
tract employees, employees of contractor supporting Office of Jo

. currently or formerly assigned to computer
software development or maintenance projects in Applicutions.

Categories of records In the system: Documentation of hours .
loggad on each assigned programming or overhead project.

Authority for mai of the sys Section 506(a), Federal
Records Act of 1950 {44 U.S.C., Section 3101). :

Routine uses of records maintained in the system, including catego.
ries of users and the purpases of suclr uses: Used by Applications
L Pivistorr—staff for periodic reporting to reati vt
management man-hours expended to develop assigned programming
projects and overhead hours. Used for tracking the usage and
scheduling of all resources for developing software.

Used to substantiate hours spent by contractor personnel on bil-
lable contractual activity. . :
Policies and practices for storing, retrieving, accessing, retaining,

and disposing of records in the system:
Storage: Magnetic disk.
Retrievability: Name and employee number. :
Safeguards: Limited to specifically designated and cleared per-
sonnel.
Retention and disposal: Records are erased when hours of activity
are no Jonger needed by management. :
System manager(s) and address:
Director, Office of Foint-Computer-Snpport=
Central Intelligence Agency .
Washington, D.C. 20505. )
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquires to: ‘

Dara 'keo'cc‘ssi.mi .

ﬂmha’éss';—

(gi,gz Act Covidinator )
entraFIntelligence Agency
Washington, D.C. 20505,

Identification requirements are specified in "the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must.
comply with these rules.

Record access procedures: Request from individuals should be ad-

dressed as indicated in the notification section above,

Information and P%Vac_y Coordinator i—-—
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Contesting record procedures: The Central Intelligence Agency’s

zulations for ac to indimk Fe BREEE R 3| 9
resulations Lor aceess to indrgVEREDr RAIBALEDB02/10 L CIRROPG2BUU )

concerning nccess to or correction of records, are promulgated in
t>= CIA rules section of the Federal Register.

Record sourca categories: Agency employees, contract employees,
employees of coniractor supporting the Office of foim~Eommputer
Seopese

-t DRTHR CCESSIVG
Taza Clﬁ-'-zg s ;
System name: Office of Joi ol ggm’ﬁm’ning and Skills
Inventory.

System location:

Ceniral Intelligence Agency
Washington, D.C. 20503, .

Categories of individuals covered by the system: Employees, con-
truct employees, and employees of contractors assigned to the Of-
ficz of Joim-Cempuler-Support+tOIES)- DI7A

Categories of records in the system: Documentation of CIA-
funded training for each individual assigned to the Office of Jommt
EompuissSunport. D#7P PRoCESSIVer -

Documentation submitted by each individual assigned to &GS
indicating his scli-evaluation of his programming skills.

Authority for maiat e of the sy : Section 506(a), Federal
Records Act of 1950 (43 U.S.C., Section 3101).

Routine uses uf records maintained in the system, including catego-
riss of users and the purposes of such uses: Assist in asger-
tzining what additional training personnel should receive. ¥ D/ D.

DfODP Assist DAOFCS in the managzment of personnel assignments to
pew programming tasks.

FR0cESSI4 GCODF)

Authority for maintenance of the system: Section 506(a), Federal

8erpastly -4

Routine uses of records maintained in the system, including catego-

ries of users and the purposes of such uses: b T

Security Officers, computer system and data base
managars, and Automated Data Processing Control Officers use the
systein to:

Determine computer system(s), if any, to which an individual at
CIA has access. .

Control access 1o computer systems through antomated computer
system verifications of individual’s authorization for access to com-
puter which he/she is attempting to use.

Determine the name, office, room number and badge number as-
saciated with the user identification code of an individual suspected
of a possible violation of computer systems security procedures.

Identify individuals listed in audit trail records as having ac-

*cessed a particular computer system or computer-based system of
teCO%ds. Peoauce MAIl: NG Ls5Ts OF ODP cosp4TER HSERS

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Magnetic disk packs with “‘back-up” records on tapes.
and controlled hard copy computer listings used for reference. Ap-
plications and approval for access are maintained in paper files.

Retrievability: Name and user identification code.

Safeguards: Access to these records is limited to cleared persons
whose official duties require such access. Personnel screeaing ani
computer system security protective mechanisms are employed to
prevent unauthorized disclosure. Hard copy computer listings and
paper files are maintained in combination lock safes or vaulted
areas.

Policies and practices lor storing, retrieving,
and disposing ol records in the system:
Storage: Magnetic disk.
Retrievability: By Name,
Safeguards: Access to and use of these records is limited to those
persons whose official dnties require such access.
Retention and disposal: Records are purged as employees
sega.‘atc from-B¥ES _via pffﬂl)dlc updates. oDP
ystem manager(s) and nddresss
Trizector, Office of Joim-G:
B Cazatral Intelligence Agency
W .shington, D.C, 20505,
Notitication procedure: Individuals seeking to leamn if this system
of r:cords contains information about them should direct their

inquidies to;
o Aéﬁcoordiﬁﬁ;gg_,
Central Intelligence Agency -
Washington, D.C. 20505.

Identification requirements are specificd in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules, )

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notificatlon section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tznts thereof, and for appealing an initial determination by CIA
conceraing access to or comrection of records, are promulgated in
the CILA rules section of the Federal Register.

Record source categories: Agency personnel and employees of
contractors. :

CIA—-3
System name: Computer Access File.

System location:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Agency em-
ployees having special access to Office °Q + >
computer systems. dATA Pracgssivg

Agency cleared contractors who have been granted access to Of-
fice of ot ¥

which the individual has actess. .

user identification code, badge munber and computer systems to

H Information _;:ifiul Privacy Coordinator]

.
puter-Support D79 FRoCESSIvG

Jomt—emputcr-‘mm!" computer systems. _ ra i’kacss‘ﬂy
Categories of records in the system: Ind tvidual's name, office,

ing, retaining, Retention and disposal: Records of individuals who no longer
e have access to Office of Jo systems are <
d d from c« -based system of records. Rdame Pgoc&x‘&n?

As changes are made and new master computer listings arc
generated, the paper listings are destroyed by burning and the
records on magnetic media are degaussed. There is no retention of
these records.

System manager(s) and address: . . - .
Director, Office of Joimt-ComputerSuppert ‘Dﬁ)r«*&oc‘esmvy
Central Intelligence Agency . o
Washington, D.C. 20505. ’

Notification procedure: Individuals secking to learn if this system
of records contains information about them should direct their
inquiries to: : ’

OFRE oF
DATA Pooct

9

1t Coordirfat
Central Intelligence Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules -
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record nccess procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intellizence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employees. .

Contractor employees.

. CIA—4
System name: Private Attorney Panel. - -
System location:

Central Intelligence Agency
Washington, D.C. 20505. - .
Categories of individuals covered by the system: Attorneys in
private practice.
Categories of records in the system: Name, address, date and
place of birth, education, Iaw firm (if any), State(s) admitted to
- Bar, and date and type of clearance.
Authority for maintenance of the system: Ceatral Intelligence
Agency Act of 1949, as Amended—Public Law 81-110.

3 gc)ction 506(a), Federal Records Act of 1950 (44 US.C., Section
101). R

223-974

[Information and Privacy Coordinator}—-l
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Routine nies of records maintained in the system, including catego-
ries of users and the purpoga of such uses: To provide a list of
private attorneys for use on pproveittEpn,

To provide a referral list for those employees whose employment
with C[A must be protected.

Policies and practices’ for storing, retrieving, accessing, retaining,
and dispesing of records in the system:

Storage: Paper.

Reltrievability: By name.

Safeguards: Records are stored in a combination lock safe and
access isonly b in the Office of General Counsel.

personnel in

General Counsel
Cenrtral Intelligence Agency
Washington, D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

icquiries to:

LU‘Fn’v‘aWt Coordigator >
zntial Tatelligeace Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules,

Record access procedures: Request from individuals should be ad-

sessed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
teats therzof, and for appeaiing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source cafegories: Attorneys, CIA employees and former
employess,

Martindale-Hubbell Law Directory.

CIA—S
System name: Legal Subject Records.
System location:
Central Intelligence Agency
Washington, D.C. 20505. . )

Categories of individualy covered by the system: Agéncy em-
ployzes, defectors, individual plintiffs in litigation cases, in-
¢ividuals asserting claims ugainst CIA, contractors and consultants,
aathors. journalists and other individuals who become involved in
lezal relationships or matters with CIA.

Categories ol records in the system: Correspondence, affidavits,
brizfs and other legal documents, reports of investigation, Govern-
ment forms, cables and internal CIA memoranda.

" Autbority for maintenance of the system: Central Intelligence
Agency Act of 1949, as Ameaded—Public Law 81-1 10.

Section 506(a), Fedeml Records Act of 1950 (44 U.S.C,, Section
3101). :

Routine uses of records maintained in the system, jncluding catego-
ries of users and the purpuses of such uses: To provide factual infor-
mation for lzgal opinions,

To provide factual information for litigation reports prepared for
the Department of Justice. i .

To provide factual information for dealing with Agency contrac-
tors and consultants. .

A record from this system of records may be disclosed as a
“routine use’” to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
jaformation relevant to an Ageacy decision concerning the hiring or
reteation of an employee, the issuance of a security clearance, the
lstting of a contract, or the issuance of a license, grant or other
beaefit.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper.

PRetrievability: By name,

{
Retention and disposal; Permanent retention.

; an: d address:
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Centrai Intelligence Aﬁcncy .
Washington, D.C. 20505.

Notification procedure: Individuals seeking to leam if this system
of records contains information about them should dircct their
inquiries to: :

Privacy &€t Coordinator?
entral Intelligence Agency
Washington, D.C. 20505. .

Identification requirements arc specified in lhc_ Cla rules
published in the Federal Register (32CFR 1901.13). Individuals mast
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CILA rules section of the Federal Register.

Record source categories: Individuals identified in

Categories of individuals covered by the system: above, Federal
agencies and other CIA records systems.

CIA—6
System name: Career Trainee Files.

System location:

Central Intelligence Agency
Washington, D.C. 20503.

Cutegories of individuals covered by the system: Applicants and
employees selected for Career Training Program.

Categories of records in the system: Name, biographic data, test
results of applicant being considered for Career Training Program.
Employee name, biographic data, test lts, training evaluations,
correspondence, trainee progress reports and supervisor reports on - -
trainees during their interim assignments, and memoranda for the
record. .

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-233. .

Central Intelligence Agency Act of 1949, as’ Amended—FPublic
Law 81-110. . ) :

Se)ction 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). -

Routine uses of records mainiained in the system, including calego~
ries of users and the purposes of such uses: Used by Agency officials
to determine an individual's selection for the Career Tratning Pro-~
gram. . ’
~ Used by Agency officials for monitoring training activity after
selection. .

Usz=d by Agency officials for job placement after completion of
training program.

Policles and practices for storing, retrieving, accessing, retalning,.
and disposing of records in the system:

Storage: Paper and microforms. . X

Retrievability: By name. :

Sateguards: Stored in combination lock safe; access is limited to
Career Trainee Programn Officers, and Personnel Officers.

System manager(s) and address:
Director, Office of Training
Central Intelligence Agency
Washington, D.C. 20503.

Notification procedure: Individuals secking to learn if this system
of records contains information about them should direct theiy
inquiries to: .

rkacy Attt Coordspator

Safeguards: Records are stured in combination lock safes and ac- Central lnt‘c‘ﬂ‘gﬁﬁéé gency
cess is only by persannel in the Office of General Counsel. . . Washington, D.C. 20505.
) : b,
Information and Privacy Coordinatorj .
€31 63 )
£228-974
pu——
Becords on c¢leared but never used attorneys aref
destroyed 1 year after clearance is cancelled. |
Records of cleared and used attorneys are ’
destroyed when deceased or when services are no|
longer of interest whichever is earlier. o
Destruction is by pulping. . ’ -
: . . ) | e e e
R

Files are retained for duration of the employee's'jf
.participation in the Career Training Program, then|

. transferred to the Office of Personnel.
transcripts are filed in the official personnel
‘folders; remaining material is incorporated into

Official

individual's supplemental personnel (soft) file.
Unsuccessful applicant records are returned to
ApprovelilFer Qf8isze2002/0P0 e s GIRDR80-00473A000600090007-4
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o emApProved
Lisntification reguirements  are sgecn X
pubiished in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Rezcord access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.,

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records. for disputing the con-
tents thereof, and for appealing an initial determination by CIA
conceming aceess to or corrscuon of records, are promulgated in
the CLA rules section of the Federal Register.

_Record source categories: The sources of information in these
files are Program Officers, educational institutions, and the in-
dividual.
CIA—7
System name: Off-Campus Instructor Applicant Files.
System location:

Central Intelligence Agancy

YWashington, D.C. 20505,

Categories of individuals covered-by the system: Agency em-
ployees who are applicants for part-time instructor positions in the
Agzacy Off-Campus Programn sponsored by University of Virginia.

Cateuories of records In the system: Applicant forms for teaching

PRIVACY ACT ISSUANCES
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of individuals covel e system: Agency em-
ployees and other Federal employess who have completed Office
of Training courses, Agency-sponsored external training, and other
Agency component-conducted training programs.
Categories of records in the system: A machine run which lists the
individual's transcript of Agency-sponsored training.
Authority for maintenance of the system: Title 5, USC, Chupter

Central Intelligence Act of 1949, as Amended—Public Law 81-
110.

Section 506(a), Federal Records Act of 1950 (34 U.S.C., Section
3101.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Records are used by
Agency officials for processing employee requests for Agency-
sponsored training.

Used by Agency officials to evaluate training requirements ia
connection with a proposed assignment.

Agency Career Management and Training Officers use this
record as a management tool in counseling employees concerning
their career development.

Policies and practices for storing, retrieving, accessing,
and disposing of records in the system:

in the Off-Campus Program. .

Correspondence with University of Virginia including application
approvals and rejections and documents concerning contract ad-
ministration.

Authority lor of the syst
1937, as Amended—Public Law 80-253.

Central Inteliigence Agency Act of 1949, as Amended—Public
Law 81-110,

3 (S)zction 506(a);, Federal Records Act of 1950 (44 U.S.C., Section
1 e

*o¢

National Security Act of

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used by Agency officials
to administer Instructor Program for Off-Campus college courses
provided to employees.

Recommendations to University of Virginia for employing in-
structors. '

Policies and practices for storing, retrieving,
and disposing of records in the system:

Storage: Paper.

Retrievability: By name and discipline. i

Safeguards: Stored in combination lock safes. Access by CIA of-
ficials on need-to-know basis.
Retention and disposal¥Records are retained for three ye

g employfier en destroyed by bumi
Systern manager(s) and address: N

Director, Office of Training

Central Intelligence Agency

Washington, D.C. 20505. -

accessing, retaining,

s after

of records contains information about them should direct their
inquiiies to:

Notification procedure: Individuals seeking (o leam if this system ’

retaining,

Storage: lxﬁl}é@;f:@
Retrievability: By name. :
Safeguards: Stored in combination lock safes. Access is restricted
}Fss'll'{)a{_rﬁinsg la‘foffficers, Personnel Officers, Supervisors aad the
Retention and disposal. '
System manager(s) and addresst
Director, Office of Training’
Central Intelligence Agency s
Washington, D.C. 20503. : .
Notification procedure: Individuals seeking to learn if this system
of records contains information about them- should direct their

inquiries to; .
cy A¥-Coordip§tor
entral Intelligence Agency

Washington, D.C. 20505. CNRRE

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. o :

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s .
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Transcripts from educational institu-
tions, cectificates of successful completion from the training facility
and training reports from the individual. o

CIA—-9
System naime: Language Learning Center Student Files.

AdrCoordy T
Totelligence Agency
Washington, D.C. 20505.

TJdentification requirements are specificd in the CIA rules
pudlished in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Kecord access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
rezulations for access to incividual records, for disputing the con-
teats thereof, and for appealing an initial determination by CIA
conceming access to or correction of records, are promulgated in
thz CIA rules section of the Federal Register.

Record source categories: Employee, educational institutions, stu-
dent evaluation of the instructor and the University of Virginia.

CIA—-8
System name: Agency Training Record,
System location: o

Central Intelligence Agency

Washington, D.C. 20503.

{Information and Privacy Coordinator.

System location: . -
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the
rolled in the Language Learning Center. )
Categories of records in the system: Biographic data, test scores,
training reports from instructors, training requests from sponsoring
office and attendance reports. )
Authority for mai of the syst Title 5, U.S.C. Chapter

system: Employees en- -

Cegtral Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. -
3l§ecﬁon 506(a), Federal Records Act of 1950 (44 U.S.C., Section

1). :

Routine uses of records maintained in the system, including categ
ries of users and the purposes of such uses: Used by Agency officials
to monitor student performance. Transcript is entered in the Agen-
cy Training Record.

Policies and Fracﬁcu for storing, refrieving, accessing, retaining,
and disposing of records in the systems

|| Records are

destroyed by pulping 3
termination €

of Agency employment.

A

o .. Retention and Disposal: Supérséded_COM'reels are
. . R " . - destroyed by burning upon receipt of updated reels..

~ 974

years after

! .

-Storage: -

Machine listing on COM. ~
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. “«
Storage: Pager.
Retrievability: By nam
Saleguards: Records stored in secure areas. Access on a need-to-
Konow bam.

r_duration of student enroll-

Director, O'fh.e of Training
Central Intelligence Agency
Washingten, D.C. 20505.
Nnotification procedure; Individuals secking to learn lf this system
of rzcords contains inforination about them should direct their

mq\.mcs to:

M
cPCoordifatar >

Central Intelligznce r‘\gency
Washington, D.C. 20505,

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these mles.

Record access procedutes: Request from individuals should be ad-

rzsaed as indicated in the notification section above.

\.on\ostmg record procedurss: The Central Intelligence Agency's
regulations for access to individual records, for duputmg, the con-
teris thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employees and instructors,

CIa—-10
Systern name: Language Qualifications Register.
System location:
Central Intellxgence Age'\\.y
Washington, D.C. 2
Categorles of indmduals covered by the system: Employees who
claim a forelgn language proficiency.
Categories of records in the system: Employee claim of forelgn
hng'.la\u— proficiency, and identiflying biographic data.
4lAmhcmty for maintenance of the system- Title 5, U.S.C, Chapter

Ceatral Intelligence Agency Act of 1949, as Amended—-Pubhc
Law 81-110.

Saction 506(a), Federal Records Act of 1950 (44 U.S. C Section
31001).

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Used by Agency person-

. oel for processing requests for foreign language training and for |

language proficiency cash awards.

Policies and practices for storlng, retrieving, accessing, retaining,
and dispesing ol records in the system:

Storage: Paper and magaetic tape.

Retrievability: Name and language.

Saleguards: Maintained in cumbmahon lock safes. Access on a
need-to-now basxs

ystem manager(s) and address:
Director, Office of Training
.Centrai Intelligence Agency
Washington, D.C. 20503,
Notitication procedure: Individuals seeking to learn if this system
of rzcords contains information aboul them should dlrect their

inguires to: e S

(EE'&; cy Apt\Coornd\!g_r pi

€niral [ntetligence Agency
V/ashington, D.C. 20505. ’

I2=ntification requiremenis are specified in the CIA rules
published in the Federal Regisier (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from mdwxdua!s should be ad-
dressed as indicatzd In the notiftcation section above.

Contesting record priccedures: The Central Intelligence Agency's
regulations for access to individual records, for d:spuung the con-

pra—

record.

e

Files are cut off at completion of training;
but final report is destroyed 90 days after cut off;

,‘ 413

etermination by CIA

, are promulgated in
the CIA rules section of the Federal Register.

Record snurce categories: Employees.

Cla—11
Systern name: Modern Language Aptitude Test Scores (M L.A\'l')
System location:
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Selected appli-
cants and employees who have taken the Modern Language Ap-~
titude Test.

Categories of records in the system: Name, biographic data and
test scores.

Authority for maintenance ot the system: Title 5, U.S.C. Chapter

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including categos
ries o users and the purposes of such uses: Used by Lunguage
Learning Center personnel to evaluate student potential for learing
a foreign language.

Used by Personnel Officers in deciding appointment and job
placement.

Aptitude test scores are provided to Foreign Service Institute
when employee is enrolled in their language program.

Po!iues and practices for storing, retrieving, accessing, retaining,
and d g of records in the sy

Storage: P per.

Retrievability: By name.

Safeguards: Stored in combination lock safes; access on a need-
to-know basis.

ntion and_dis,

sale/Rec

e retaindd forduration ofAn-
l\ﬁl{a:]s cmp me; Unsucce 5 apphcan r¢cords are rajdined
for. omhs R 7ds are dest ed by burm

System manager(s) and address.
Director, Office of Training
Central Intelligence Agency
Washington, D.C. 20505.
Notitication procedure: Individuals seeking to leam if this system
of records contains information about them should direct their

mqug to:

jivag Acg‘Coordﬁqtor >

Centra; Intelligenicé Agency
Washington, D C. 20505.

Identification requirements are spec:fncd in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appea!mg an initial determination by CIA
conceming access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individual.

CiA—12

System name: External Training Files.
System location:

Central Intelligence Agency
Washington, I».C. 2050:

Categoties of Individuals cnvere-d by the system: Employees spon- '

sored full-time external training programs.

Categories of records in the system: Employee biographic data,
correspondence with public and private educational institutions,
transcript and grades, training requests and administrative docu-
ments related to enrollment, employees evaluation of training
course and employee Training Obhoauon Agreement.

Authority for maintenance of the system: Title 5, USC, Chapter
41.

(Ihformatioh and Privacy Coordinator’

293-074 -

. {
N Papers are destroyed by pulping and tapes are erased
upon inclusion of information in employee s official

all
S

I3
1

A

final report is destroyed 5 years after cut off. . R R ;Hm;__

Records are destroyed by pulping.

Destroyed upon termination of Agency employment.
Unsuccessful applicant records are destroyed after !
Destruction of records is by pulping.,)

o T

12 months.
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3 §ection 506(a), Federal Records Act of 1950 (44 U.S.C., Section
101y,

Central Inteliigeace Agency Act of 1949, as Amended—Public
Law §1-110.

Routine uses of records maintained in the system, including catego~
ries of users and the purposes of such uses: Used by Agency officials
10 determine employee’s eligibility for Agency sponsored training.

Used by Agzency officials to enroll employees in private and
pubite educztional institutions.

Used by Agency officials to evaluate courses for future enroll-
ment of employess. :

Data for Azzncy Training Record.

Notification of funds advanced and accountings are proved to the
Oifice of Finance.

A record from this system of records may be disclosed as a
“*routine use’” to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tineat information, such as current licenses, if necessary to obtain
information relevant to an Agency decision concerning the hiring or
rztention of an employee, the issuance of a security clearance, the
Jz:8ng of a contract, or the issuance of a license, grant or other
benefit. :

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and punch cards.

Retrievability: Name and employee number.

Safeguards: Stored in combination lock safe; access on need-to-
know basis.
Retention a ethined’Tor one\yeat after employee
¢ melts; records ar%destroyed by Qurn-
102 = T~ ; . 4
System manager(s) and address:
Director, Office of Training
Ceatral Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to learn if this system
of rzcords contains information about them should direct their
inquiries to: . .

ABtCoordinatar

) ! _
Approved For Releas&3802/0 11 1 EHRB¥80-00473A000600090007-4

Retrievability: By name and area of expertise. .

Safeguards: Files are stored in 2 combination lock safe. Use of
material is restricted to Training Officers involved in course
developme

nt.
Retention and disposalifFiles Gre,maintained(asdong as tije Agen-
&y has interast in @ speaxer. RecOrids are destroyed by bus .

System manager(s) and address: -

Director, Office of Training

Central Intelligence Agency

Washington, D.C. 20505. -
Notification procedure: Individuals secking to leamn if this system

of records contains information about them should direct. their

inquiries to: .

__C]’i{vac% Aclf'Coorgigzmr Y
entral Intelligence Agency
Washington, D.C. 20505. e . . ’

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's-
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individual, Agency officials, scademic
and private institutions, Federal agencies, ) e

CIA—14 - i
System name: Equal Employm_cnt Opportunity Complainant
Records.
. System location:

Central Intelligence Agency.
Washington, D.C. 20505. )
Categories of individuals covered by the system: Current or former
contract, staff or detailed military personnel of the Agency as well
as applicants for employment. ’

Y
WCT;“,?!:?%[T metiigence Agency
Washington, D.C. 20305.

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules,

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
teats thereof. and for appealing an initial determination by CIA
concerning access to or corrsction of records, are promulgated in
the CIA rules section ok the Federal Register.

Record source categorles: The sources of information are from the
individual, his sponsoring office, and the external training facility.

CIA--13
System name: Guest Speakers.

Systern location:

Central Intelligence Agzncy
Washington, D.C. 203035.

Categories of individuals covered by the system: Individuals under
consideration for guest speaker engagements in CIA training cour-
ses. Individuals include members of the academic journalistic and
business world as well as present and former senior Agency and
other Government officials.

Categories of records in the system: Name, biographic data includ-
ing academic credeatials, published materials, correspondence and
administrative records.

Authority for maintenance of the system: Section 506(a), Federal
Records Act of 1950, (4 U.S.C., Section 3101).

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Assist Training Officers
ia curriculum developnent and selection of speakers for scheduled
training courses. e

Policies and proctives for storing, retrieving, accessing, retaining,
snd gdisposing of records fn the system:

Storage: Paper.

Categories of records in the system: Data collected by an EEO In-
vestigator which bears on the charges of discrimination brought by
the complainant. File contains sworn affidavits from the complai-
nant, the alleged discriminating officer(s), and other individuals
directly involved, as well as other documents, records, or other
statistical evidence considered pertinent to the case or which assists
the Agency in making its decision. .

Authority for maintenance of the system: Equal Employment Op-
portunity Act of 1972, Public Law 92-261. -

Executive Orders 11478 and 5 C.F.R., Part 713.222. .

Routine uses of records ined in the system, Including catego-
ries of users and the purposes of such uses: To provide information
in the adjudication of complaints.

. To provide information for review by the Civil Service Commis-
sion.

To provide information for Federal court review.

. Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Paper.

Retrievability: By complainant name.

Safeguards: Filed in combination lock safes; limited 2ccess by
staff only.

ntion and disposal:/Completed cpfes transferred to Records .
Center a of ¢ach year. Held Sp/Records Center for{0 years =
from date.df\yetirement then retysee e OEEO-for reW
“disposal, : :

Systern manager(s) and address:

- Director, Equal Employment Opportunity
Central Intelligence Agency i )
Washington, D.C, 20505. . . o
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct thei
inquiiesto: .
Privaey Ao ordipvitor .7 '
Cenfral Intélligénce Agency
Washington, D.C. 20505.

Information and Privacy Coordinator}

T 398-974

Cases resolved within Agency are destroyed by
pulping after resolution of case.

Destroyed 1 year after employee completes all

1
i
|

©

‘course commitments. Destruction by pulping. e L_—___f““" e

Records are destroyed by phlping when Agency
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1 and inclusion with other permanent cases. Those
no longer needed are destroyed by pulping. Index : : -
cards assume disposition of case files. TFile : L T e e
system logs for assigning case numbers are permanent. ’ L.
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comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central: Intelligence Agency's
regulations for access to individual records, for disputing the con-
tzats thereof, and for appealing an initial determination by CIA
concerning access 1o or correction of records, are promulgated in
the CLA rules section of the Federal Register.

Record source categories: Information obtained from the complai-
pant, the alleged discriminating official, and other individuals as
w=il as documents, records, and statistics gathered in the investiga-
ticn,

CIA—15
System name: Employee Grievance Folders.
Systern location:
Central Intzlligence Agency
Washington, D.C. 20505, .

Categories of individuals covered by the system: Employee.
Grievance generally filed by IG Case Number assigned by Office of
Izspector General.

Categories of records in the system: Data from employees coming
1o Inspector General with grievances re nature of grievance, cir-
cumstaace that caused grievance and how settled.

Authority for of the sy : Executive Order 10987,
By Regulation.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including catego-
rizs of users and the purposes of such uses: Used by members of the
Cifice of the Inspector General to investigate grievance to its con-
clusion.

To refer or provide information in response to or by direction of
a court order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in
nature, to the appropriate agency charged with the responsibility of
iavestigating or prosecuting such violation or charged with enforc-
i=z or implementing a statute or Jaw, regulation or order issued pur-
suant thereto, .

Policies and. practices for storing, retrieving, accessing, retaining,
2nd disposing of records in the system: .

Storage: Pap=r.

Retrizvability: By case number.

Saleguards: Materials are stored in combination lock safe; access
limited 10 OIG staff membgzs. .

. i snl:,:'lnactive' Cas;

transferred to Records

232032l by burni
System manager(s) aifd address:
Inspector General
Central Intelligence Agzency
Washington, D.C. 20303,
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

wior atl end ol each year. Held inRCcords Center for<gn years
tirement, then retupa€d vo-the OIG for re and |

i=quiries to:
ivacy Act Coordinator )
Central Intelhigance Agency

Washington, D.C. 20503.

_ Identification requirements are specified in the CIA rules
published in the Fedaral Register (32CFR 1901.13). Individuals must
comply with these rules. 1P Request from individuals should be
zddressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
t=nts thereof, and for appealing an initial determination by CIA

carcarning aceess to or correction of records, are promulgated in -

=2 CIA rules section of the Federal Register.
Record source calegories: Information obtained from complainant
2nd other employees when grievances are investigated.
ClA-~16
System name: Parking P'eriit Files.
System location:

Categories of individuals covered by the system: Employees,

Categories of records in the system: Records include name, vehi-
cle license number, office designation, location, and extension.

Authority for maintenance of the system: Section 506(a), Federal

. Records Act of 1950 (44 U.S.C., Section 3101).

Federal Property Management Regulation D47 (GSA).

Routine uses of records maintained in the sy , including catego-
ries of users and the purposes of such uses: Used by Agency cm-
ployees responsible for allocation and control of parking spuces at
the Headquarters Building.

Policies and practices for storing, retrieving, accessing, retalning, -
and disposing of records in the system:

Storage: Paper.

Retrievability: By name, vehicle license number, assigned parking
space number and assigned reference number.

Safeguards: Stored in safes, vaults or secure area. Access limited
to staff employees.

Retention and disposal: Records marked void upon updating of in-
formation or upon can&e\[aun of garking permit. FilEs DESTRU/ED

@ ovekaLl ESALLO

ystem manager‘(s) and address:
Director, Office of Logistics
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure; Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to:

anves A YERR Y

—-@% Moorgztor )
entral Intelligence Agency

Washington, D.C. 20505.

Indentification requirements are specified in the CIA rules
published in the Federal Register (32CFR 190L13). Individuals must
comply with these rules. .

Record access procedures: Request from individuals should be ad~
dressed as indicated in the notification section above. -

TION o f PARKIVE PERM TS Dol
?Elzlcbtmu-y "C;;/?gamugrsLy

Contesting record procedures: The Central Intelligence Agency®s . .o

regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by ClA
concerning access 10 or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record sonvce categories: Employees.
CIA—17
System name: Vehicle Operators File. -
System location:
Central Intelligence Agency
Washington, D.C. 20505. .
Categories of individuals covered by the system: Employees.
Categories of records in the system: Name, medical qualification *
forms, score sheets for driver’s test, registers of permits issued and
records regarding accidents. Accident report records include police

] data and investigation reports in addition to information on vehicle

involved. .

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253,

Central Intelligence Agency Act of 1949, as Amended—Public .
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). .

Routine uses of records malntained in the system, including catego-
ries of users and the purposes of such uses: Used by Agency em-
ployees for issuing official U.S. Government driver's licenses and
rengwals. .

For review by CIA officials in accident cases.

A record from this system of records may be disclosed as a

*‘routine use”™ to a Federal, state or local agzncy maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to oblain
information relevant to any agency decision conceming the hiring
or retention of an employee, the issuance of a security clearance,
the letting of a contract, or the issuance of a license, grant or other
benefit.

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Tnt Ton and Prive Tna .
[Information wund Privacy Coordinatorl=. g 74

]

Closed cases involving litigation or those
establishing precedence of policy are permanent.
Closed routine cases are transferred to Records
Center for 10 years and returned for review by
custodian for cases selected for further retention -
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Storuge: Paper.

Retrievabitity: Individual name or driver’s permit number.

Sateguards: Physically protected in a sccure area. Access is
Limited to emplovees who have the need-to-know.

Retention and dispesal: Destroyed by burning three years after
license is no longer valid. Accident reports are destroyed six years
after case is closed.

System manager(s) and address:

Dirzctor, Office of Logistics
Ceatral Intelligence Agency
Washirgton. D.C. 20303,

Natification procedure: Individuals secking to learn if this system

of records contains informnation about them should direct their

fnquiries to: .

k{ ey ARt oordi}%t'q‘r;\.
Cental Tntélligence Agency
Washiagton, D.C. 2{505.

Identificuion requirements are specified in the CIA rules
publishad in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents lh'ereof. and for appealing an initial determination by CIA
coocerning ac<ess to or correcuon of records, are promuigated in
the CIA tules section of the Federal Register.

Record source categoriess Individual.

Agency officials,

Federal, State and local law enforcement agencies in cases when
employes is involved in an auto accident.

CIA-—-18

System name: Personal Property Claim Records.

System location:

Central Intelligence Agency .
Washington, D.C. 20505, . .

Categories of individunls covered by the system: Employees and
former employees. -

Categories of records in the system: Claimant name, address, na-
turs and loss or damage to personal effects, including inventory of
items.

Autherity for maint of the syst
1937, as Amended-—Public Law 80-253.

Cenural Iatelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Saction 5056(a), Federal Records Act of 1950 (43 U.S.C., Section
3101).

Routine vsas of records maintained in the system, including catego~
ries of users and the purpeses of such uses: Claims Review Board
determines amouat of financial loss sustained by claimant.

Reimbursement for property loss.

A record from this system of records may be disclosed as a
“routine use” to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
Gaent information, such as current licenses, if necessary to obtain
information relevant to an Ag=ncy decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the

: National Security Act of

PRIVACY ACT ISSUANCES

Approved For Release 2002/01/10 : QJ&?BRE@Q&Q%?QM%QRQ@&%KAeam if this system

of records contains information about them should direct” their

inquiries §Qaa. -
ZPrivady/Act Cdordifator
Central Tatelligence Agency

Washington, D.C. 20505. - .

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the cun-
tents thereof, and for appeadling an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individual concerned and various Agen-
cy staff elements involved in processing and adjudication of claims.’

CiA—19
System name: Equipment and Supplies Accountability Records

System location: .

Central Intelligence Agency
Washington, D.C. 20505.
Categories of individuals covered by the system: Employees.
Categories of records in the system: Namz, signature, office loca-
tion, telephone extension and item of government equipment on
loan or charged to the employee.
Autherity for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.
Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.
Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including catego~
ries of users and the purposes of such uses: Used by Agency officials
who control and account for government nonexpendable items.

A record from this system of records may be disclosed as 2 -

“routine use” to a Federal, state or local agency maintaining civif,

criminal or other relevant enforcement information or other per-

tinent information, such as current licenses, if necessary to obtain

information relevant to an Agency decision concerning the hiring or

retention of an employee, the issuance of a security clearance, the

Le!linfg of a contract, or the issuance of a license, grant or other
enefit. ’

Policies and practices for storing, retrieving, accessing, retaining,

and disposing of records in the system:

Storage: Paper. )

Retrievability: By name. ’ .

Safeguards: Physically protected in secure areas. Only employees
charged with the responsibility of controliing government property
have access. . ;

Retention and disposal: Signature card is retumed to individual
charged upon return of item. Record is destroyed by burning after
inventory adjustment to property records.

System manager(s) and address: ’

Director, Office of Logistics
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to learn it this system
of records contains information about them should direct their
nguiries to:

letting of a contract, or the issuance of a license, grant or other
berefit
Policies and practices for storing, retrieving, g, retaining,

aml disposing of records o the system:
Storage: Paper.
Retrievability: By name.
Safeguards: Information is stored in safes or secure areas. Access
is limited 1o staff employees working on such cases.
Retention and disposal: Records are destroyed by burning two
years after final action on case.
System manager(s) and address:
Director, Office of Logistics
Central Intellipence Agency
Washington, D.C. 20505,

2

 Privacy Act Co
E’%‘mm %Tgencé‘ Agency
Washington, D.C. 20505.
Identification requirements are specified in the CIA rules

published in the Federal Register (32CFR 1901.13). Individuals must

comply with these rules.
Record access procedures: Request from individuals should be ad-

%

dressed as indicated in the notification section above.

Contesting record proecedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determinution by CIA
concerning access_to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

-972 .

Information and Privacy Coordinator




Record source categoriesp\giGdaatl Poie Reteise R002ie /1
accountable property officers.
' C1A--20
System name: Logistics Security Clearance Records.
System location:
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Commercial con-
tractors and vendors, persons in the private sector associated with
the Azency, and individuals in other government agencies con-
tacted {or liaison purposes.

Categories ol records in the system: Biographic data including
name, address, position, and security clearance held.

Aathority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
La«~ &1-110.

Section 506(a), Federpl Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records waintained in the system, including categos
rizs of users and the purposes of such uses: Used by stali employees
in conducting Agency business with the commercial sector and
liaison with other government agencies.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper. .

Retrievability: By individual or company name. .

Sateguards; Information stored in safes, vaulls or secure areas.
Access is limited to staff employees with the need-to-know.

Retention and disposal: Records destroyed upon expiration of
clzarance. Clearances may be revalidated three years after initial
approval. PR

System manager(s) and nddress:

Director, Office of Logistics

Central Intelligence Agency

Washington, D.C. 20305, .
| Notification procedure: Individuals seeking to learn if this system
 0f records contains information about them should direct their

 iaguirigs to: .

tvaty/Act Coordil /m) :

entral Intelligence Agency

Washington, D.C. 20505, . ’

Idantification requirements are specified in the CIA rules

*r} putiished in the Federal Repister (32CFR 1901.13). Individuals must

) comply with these rules.

i Record access procedures; Request from individuals should be ad-

I dressed us indicated in the notification section above. >

Contesting record procedures: The Central Intelligence Agency’s

i regulations for access to individual records, for disputing the con-

i tenis thereof, and forsappealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federnl Register, :

Record source catepories; Information abtained from individual
concerned and certification of clearance from Office of Security.

EEPCF-rTYNCY gt

CIA--21

System name: Privacy Act Requesters.
System location:

CentralIqtelligence Agency .
Washington, D.C. 20303. .
Categories ol inliyiduals covered by the systém: U.S. citizens and

aliens lawfully ndmikm%or permanent residence.

Categories ol records iy the systegu/l”-iles contain all correspon-
dence and other documents.related 'to the receipt, processing qnd
final disposition of requests révgived by the Agency for information
under the Privacy Act of 19747

Authority _ for rainteBance of
1974—Public Law 93-579.

Routine uses pbtecords maintained in the system, including catego-
ries of users afid the purposes of such uses: To provide information
for com{s}%{an annual rcsmrt {beginning 30 April 1976 for the Of-

Coordinator

on_and Privac

system: Privacy Act of

CENTRAL INTELUGENCE AGENCY !

4
etz LT T & g ‘/“c'é

by notgcr Federal agency.

Policies and practices for storing, retrieving, accessing, retyining,
sing of records in the system:
lity: By name. .

iles are stored in combination lock safes; access is
w basis. - . ;
isposal: Records are retained for two years after
d. Records are destroyed by burfiing.

on a need-to-k
Retention and

Washington, D.C. 205
Notification procedure: Indiyvi
of records contains information ab
inquiries to: /
Privacy Act Coordinator
Central Intelligence Agency,
Washington, D.C. 20503.
Ideatification requiremen
published in the Federal R
comply with these rules.
Record access procedures: Request from individuals should be ad-
dressed as indicated jdf the notification section absye.
Contesting recorst procedures: The Central Intelligence Agency's
lregulations for agCess to individual records, for dispdtjng the con-
tents thersof, and for appealing an initial determinatidg by CIA

ing to leam if this system
t them should direct their

oncerning agfess to or correction of records, are promulyated in
he CIA nugs section of the Federal Register.

Record sonrce categories: U.S. citizens.
Aliens’ lawfully admitted for

il CIA—22
sfem pame: Freedom of Information Act Requesters.
ystem location: ’

Central Intelligence Agency
ashington, D.C. 20505.

esidence

Catego!
dence and
final disposition of requests received by the Ag¢ncy for information
under the Frexom of Information Act, 1974,
Authority for Maint of the system: Efeedom of Information
Act of 1974 as Al . -

system, including catego-
5 és: To provide information
for compiling reports Yequired under the Freedom of Information
Act. Information pertaiding to the rfquest or requester that sur-
faced as a result of a Frexdom of Iptormation Act request may be

Policies and practices for stgfi
and disposing of records in the/systexg
Storage: Paper.

" Retrievability: By name
Safeguards: Files ave glored in combingtion lock safes; access is
on a need-to-know basig. .
Retention and dispgéal: Records ave retaided for two years after ]
the case filz is closed. Records are destroyed by burning.

s, retrieving, accessing, retaining,

ation and Privacy Staff

Chief, Infol
Central Ingélligence Agency
Washington, D.C. 20505.

Notificatjén procedure: Individuals seeking to leam i
bf records contains information about them should
iried to: .

System manager(s) and addresss .*

fice of Management and Hudget as required by the Informa- A st A

. tion pertaining to the requester surfaced as a result of’a vac 4 ng o~ Chief, Information and Privacy Staff ~

“r - ©lA—ZL . © c. - Used by stal employees for referencd - Sentret Intelligenco Agmncy - & .,

. ’ . T n form! g responses 1~ i Sl e -

» System naimes adons £ T = ation g‘;immvacy Act, Freedom of Inrormatk::' Notification procedares. - - =~
: Privacy aid Preedom o ormation | act and Executive Order.11652 reques - T i S,
# J"/ Acts Requesters.. J * .-+ and for refersnce i processing cases. . . Intedimﬁ:}ualsncoseeldngtawmsleam ir this
2" \ System | oL +| under appeal and ltigation; to provide ’:ﬁ, t ﬂfr rds e&rn information
A ystem loentluns - -7 . . documentation for referral to other Fed- | o, ub them should direct their inquirles
A Central Inteliigence Agency = .. . eral sgencies-for thelr review pursuantfi "% .. .. .o o0 LT -
/,)/70 Washingtoa, D.C. 20505. .., .0 - ]'to Executive Order 11652, and the Third || Information uad Privecy Coordinator, Con:
i Ca : ividuals covered by the [*Agency Rule: and, as.a source of in-j° elligence Agency, Washingtan, D.C.
M leg:;:n‘e:mtil' indw' - .--eovcrv 4 " formation for compiling reDOﬂS“l'Efl“‘Jkedj *Izosos., - LT et
p(’_‘y Individusls who make requests to'CIA . bY the Acts: : oo et R e‘; | qdentification réquirements are specl-
A under provisions of the Privacy Act, the . 'Policies and practices for storing, re - FEDERAL RzcISTER (32 CFR 1901.13). In-

ing, accessing, retaining, and

dispos-
.. ing of records in the systems -

Freedom of Information Act, &nd Execu-
tive Order 11651'1. L il

Categories of records in the mlem’s N

‘ Storages © - -

-2z

Files contain all corresporidence and’| = Peper, electronicindex
other documexhts ﬁl:al}abcel?sw ltt.?e' l'mf 1pt . Retrievahilitys -, o
Processing, an position of re- o ¥ ber. p
quests recelved by the Agency for. in-:-. By na;zxe.a.f»en}:;n -
formution under the Privacy Act, the “Safeguardss . To.-~%” 00T, -
Freedom of Information Act, and Execu~ ;. Paper files are stored in combination
tive Order 11652. -~ ‘ i lock safes; automatic data proce:séng
A i i . index and log files need coded identifler

uthority for maintenance of the systems | B ovatios “aztess on need to know
Privacy Act of 1974—Public Law 93- . C. o

and log. .
PEER Y )

basis. ” - taa n .
579; t - BT e o
Freedom of Information Act o " Retention and di y

dividuals must comply with these rules.

Request from individusls should be
~addressed as indicated in the notifica-
tion section'above. e et
Contesting record proceduress ."—; A
‘The Central Intelligence Agency’s reg-
- ulations for access to individual records,
for disputing the contents thereof, and
for appealing an Initial determination by
CIA concerning access to or correction
of  records, are promulgated-in the CIA
rules section of the FEDERAL REGISTER.

-

1974, as Amended; and, Executive Order| - ok
1es2. - - Approved For Releasey 20f3RE/AE SEASRETRTT
Routine uses of records maintained in the | stroyed after two years, and Privacy Act

system, including categories of u.nﬂ[ requests are dsstroyed after flve years.
arerd sl crcenins ~f 2rea)l comae o T anarde ovre doatrevad hoe hurming

puree riest . L

05 irpe catego g
@q@gz’z:ecewed pursuant “to “the
Privacy Act, the Freedom of Information

Act, and Executive Order 11852, -



. [ — 2
*[deniification requircmen)y i3 i
peblished in ihe Federal Reg}épeﬁ ii.’@g g%tﬁ?'é§§§mqm1
comply with these rules.

Record nccess procedures: Request from individuals should be ad-
Zdressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regslations for access to individual records, for disputing the con-
tents thersof, and for appealing an initisl determination by CIA
conceming access to or correct:on of records, are promulgated in
taa CIA ruies section of the Federnt Register.
Record source categories: Individuals.

O S R

Cia—23
System name: Polygraph Files.

System locuiion:

Central Inzelligence Agency
Washington, D.C. 20303,

Cutezories of individuals covered by the system: Applicants for
emgloyment, employzes, znd certain individuals considered for as-
signment 10 the Agsncy.

Categories of records in the system: Polygraph report, charts, and
notss. ’

Authority for maintenance of the system: National Security Act of
1937, as Ameaded—Public Law 80-253.

Ceowal Intelligence Agzncy Act of 1949, as Amended—Public
Lz 81-110. -

Exscutive Order 10450,

Routine uses of records maintained in the system, including catego-
rizs of users und the purposes of such uses: Used by the Office of
Security to make determinations of security eligibility for employ-
ment pursuant to Execulive Order 10450.

Policies aud practices for storing, retrieving, accessing, retaining,
and dispesing of records In the system:

Sworuge: Paper and tape cassettes.

Retrizvabdility: By name.

Safeguards: Files are maintained in a.vault; access is permitted
o=aly while in the custody of polygraph staff members.

Retention and disposa): Indefinite. Records are destroyed by
buraing when they become inactive.

System managar(s) and waddress:

Director, Office of Security
Ceatral Intelligence Avency
Washington, D.C. 20305.

Notification procedure: Individuals seeking to leam if this system

of records contains information about them should direct their

izquitiestor

< T N )
= g—é\)&cv Act Edordina p
entral [ne Tg’Eh’EE‘At%?'c“nr’?Ey

Washingion, D.C. 20505. N
Idencification requirements are specified in the CIA rules
pubiished in the Federal Register (32CFR 1901.13). Individuals must
comply with these nules.

Record access procedures: Request from individuals should be ad-
aressed as indicated in (he notification sectivn above.

Contesting record procedures: The Cuentral Intelligence Agency's
r=gulations for access to individuul records, for disputing the con-
t=nts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register. .

Record source categories: The source of all information obtained
is from the polygraph interviews.

Systerns exempted trom certaln provisions of the act: Pursuant to
zuthority granted in Section (j) of the Act (5 U.S.C. 552a(j)), the
Dirsctor of Central Intelliyzncz has detcrmined to exempt poly-
g£aph records from all sections of the Act except 552a (b), (cX1)
aad (2), (e)(1), (&)(3) (A) throuzh (F), ()53, (6), (D), (9, (10), and
¢11), and (i). These records are exempted to prevent access, ac-
couatability, and judicial review of records which intimately reveal
2n Agency security method.

e i 2

CIA—-24
System pame: Supplemental Personnel (Soft) Files.
Systern lncation:

Central Intelligence Agency
Washington, D.C. 21505,

FAIF et Pl St 9 e

10, BN AT RRBR B dorvommet,

9‘&@:&;%0“”2%5 disposal:,

Catezories of records in the system: Memoranda of discussions,
working copies of personnel and contract actions including
proceducal checklists, performance appraisuls, travel and shipping
orders. Information concerning conduct, training, special qualifica-
tions or restrictions, dependency and residence, emergency notifi-
cations, biographic duta, Letters of Instruction. Also, cables and
dispatches of administrative and operational significance, and
photographs. .

Authority for maintenance of the systen: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1930 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including catego-
ries of users und the purposes of such uses: Used as a supplement to
the official personnel folders by authorized operating officials to
facilitate and expedite processing or procedural requirements and
transactions of employees. ~ . .

Serves as a management tool for administrative and operating of-
ficials for purposes of employee assignment, promotion, and carcer
development considerations and determinations.

To refer or provide information in response to or by direction of
a court order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in
nature, to the appropriate agency charged with the responsibility of
investigating or prosecuting such violation or charged with enfore-
ing or implementing a statute or law, regulation or order issuzd pur-
suant thercto,

Policies and practices for stoxing, retrieving, accessing, retalning,
and disposing of records in the system: .

Storage: Paper, AND MAGNETIS DiIsC.

Retrievability: By name, oFFIC&E AND EVD DATE OF ASSIGUMERT

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controﬂzx-l-loan basis tpo
thori ici CCESE TOIMNFLRAMATION eN MA FNETH ISC /v oV
apthorized officigls c--K'/vctU'.quS Ity CelITRO WD BASSCoR D + DE
: my-yeaﬁzfte =

araiped
gency when malgrial of soft file is review
deslr%m_y duplicateﬁcérds which ar

ersgfngl folder, and ex i.rc filing’\;)f mateXj;
as appropriite. IaFfosmaticd 0;‘ ungs,
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Chief, DDI ? < A 2D MISTRATIVE STHFA
Central Intelligence Agency -
Washington, D.C. 20505.
Notification precedure: Individuals seeking to learn if this system
of records contains information about them. should direct their
inquiries tos

’P,—M‘\_
(gﬂérﬂac dinator v
ental Intelligence Agency o

Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record sccess procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employee.

Career Service Panel.

Agency officials.

_ CIA—25
System name: Supplemental Personnel (Sof t) Files.
System ltocation:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individunls covered by the system: Current or former
staff or contract employees and detailed military personnel.

223-974

paper.

Upon intra-Agency transfer, transfer file to gaining
{ omponent personnel office.
Agency, transfer material for inclusion in
Official Personnel Folder to Office of
Personnel; maintain remaining file 6 months
and destroy.
Magnetic discs are erased.upon .
completion of reassignment.

Upon separation from -

Destruction is by pulping for

iInfqrmation and Privacy Coordin_a’tor}*"""""f"""
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Czt=gories of records in the system: Memoranda of discussions,
working copies of personnel and contract actions including
procedural [checklists performance’ aooraisals, travel and shipping
arders. Information concerning conduct, training, special qualifica-
tons or restrictions, dependency and residence, emergency notifi-
cations, btugraphic data, Letters of Instruction. Also, cables and
cispatches of administrative and operational significance, and
photographs.

Authority for maintenance of the system: National Security Act of
1947, s Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 5C5(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine us2s of records maintained in the system, including catego-
rizs of users and the purposes of such uses: Used as a supplement to
the official personnel folders by authorized operating officials to
facilitatz and expedite processing or procedural requirements and
transactions of employees.

Serves as a management tool for administrative and operating of-
ficials for purposes of employee assignment, promotion, and career
&z+miopment considerations and determinations.
sfer or provide information in response to or by direction of

a courz order, or where ithere is an indication of a violation or

poiential violation of law whether civil, criminal, or regulatory in
- mawre, to the appropriate agency charged with the responsibility of

iavestigating or proseculing such violation or charged with enforc-
iag or implementing a statute or law, regulation or order issued pur-
suant thereto.

Palicies and practices lor storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Paper and maznetic media.

Retrievability: By name.

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
auhorized officials.

Retention and disposal: Retained one year after separation from
the Agsacy when materiul of soft file is reviewed to determine and
dsastroy any duplicate records which are contained in the official
personnel folder, and ensure filing of material in operational files,
25 appropriate. ;

System maaager{s) and address:

Chief, Personnel Officer, DDS&T

Central Intelligence Ayency

Washington, D.C. 205035,

Motification procedure: Individuals seeking to learn if this system
-acords contains information zbout them should direct their

quiries to:

-——(;".-Tfiay’lc: Com inatgrr 7

Ceniral Iatelligence Agency

Washington, D.C. 20505,

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as incicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
rzgulations for access to individual records, for disputing the con-
feats thereof, and for appealing an initial determination by CIA
concerning access to or corrzction of records, are promulgated in
the CLA rules section of the Federal Register.

Record source categories: Employee.

Carzar Service Panel.

Agzncy officials.

ot
P>

CIA-—26
System name: Supplemental Personnel (Soft) Files.
System location:
Central Intelligence Agznsy
Washingzton, D.C. 20503,
Catezories of indislilu.als covered by the system: Current or former
staff or coniract einpduy res and detailed military personnel.
Categories ol records in the systerm: Memoranda of discussions,
working copies of personnel” and contract actions including
procadural checklists, peformance appraisals, travel and shipping

Information and Privacy Coordinator \""

Approved For Rele&si%%nglltgg EIEL(IJ é&l&&D&%P(EQOMPAOOO6000§90d7-4
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. . . . . L
orders. Information concerning conduct, training, special qualifica- °

tions or restrictions, dependency and residence, emergency notifi-
cations, biographic' data, Letters of Instruction. Also, cables and
dispatches of administrative and operational significance, and
photographs.

Authority for maintenance of the systemi: National Sccurity Act of
1947, 25 Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amcnded—Public
Law 81-110. : .

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Secition
310t).

Routine uses of records maintained in the system, including catego-
¥ies of users and the purposes of such uses: Used as a supplement to
the official personnel folders by authorized operating officials to
facilitate and expedite processing or procedural requirements and
transactions of employees.

Serves as a management too! for administrative and operating of-
ficials for purposes of employee assignment, promotion, and career
development considerations and determinations.

To refer or provide information in response to or by direction of
a court order, or where there is an indication of a violation or
potential violation of law whether civil, criminal, or regulatory in
nature, to the appropriate ageacy charged with the responsibility of
investigating or prosecuting such violation or charged with enforc~
ing or implementing a statute or law, regulation or order issued pur-
suant thereto. :

Policies and practices for storing, retrieving, accessing, retaining,

and disposing of records in the system: . .

Storage: Paper and magnetic media.

Retrievahility: By name.

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
authorized officials.

Retention and disposal: Retained one year after separation from
the Agency when material of soft file is reviewad to determine and
destroy any duplicate records which are contained in the official
personnel folder, and ensure filing -of material in operational files,
as appropriate. . R = . .

System manager(s) and address:

Career Management Officer/DDA
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to feam if this system

of records contains information about them should direct their

entral Intelligence Agency
Washington, D.C. 20505. .

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rales.

Record access procedures; Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employee.‘

Career Service Panel.

Agency officials.

‘CIA—27
System name: Supplemental Personnel (Soft) Files.

System location: .

Central Intelligence Agency o
Washington, D.C. 20503. : . .

Categories of individuals covered by the systere; Current or former
stal[ or contract employees and detatled military personnel.

Categories of records in the system: Memoranda of discussions,
working copies of personnel and contract actions including
procedural checklists, performance appraisals, travel and shipping
orders. Information concerning conduct, training, special qualiica-
tions or restrictions, dependency and residence, emergency notifi-
cations, biographic data, Letters of Instruction. Also, cables and

0D v s
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dispatches of administrative and operational significance, and
photographs.

Autbority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 8§0-253. :

Central Intelligence Agency Act of 1949, as Amended—Public
Law §§-110.

3 Szction 566(a), Federal Records Act of 1950 (4 U.S.C., Section
101).

Routioe uses of records maintained in the system, including catego-
5 sers and the purposes of such uses: Used as a supplement to
: lycrsonnyl folders by authorized operating officials to

fac:itate und espedite processing or procedural requirements and
tranaciwons of employees.
~Szrves as a management tool for administrative and operating of-
ficizls [or purposes of employee assignment, promotion, and carser
dev=lopment considerations and determinations.

To refer or provide information in response to or by direction of
a court vrler, or where there is an indication of a violation or
puiential violation of law whether civil, criminul, or regulatory in
nature, to the appropriate agency charged with the responsibility of
nvestizaling or prosecuting such violation or charged with enforc-
inz or implementing a statute or law, regulation or order issued pur-
susnt thereto. - .

~ Policies angd practices for storing, retrieving, accessing, retaining,
and dispesing of records in the system:

Storage: Paper.

Retrievability: By name. .

Safeguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
authorized officials.

etention_and. . x after separation from
the Agency when matenul of soft file is yeViewed to determine and
destroy anyMiplicate records whicl_afe\contained in the ofiicial
personnel f and ensure filing of mategal in operational files,
as appropriate.

System manager(s) and nddress:

Approved For ReleaB&'¢86%/¢ 0S.SGWQE:’80-100473A000600090007-4

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3100). :

Routine uses of records maintained in the system, including catego~
ries of users and the purposes of such uses: Used as a supplement ta
the official personne! folders by authorized operating officiuls to
facilitate and expedite processing or procedural requirements and
transactions of employees.

Serves as a management tool for administrative and operating of-
ficials for purposes of employee assignment, promotion, and career *
development considerations and determinations. X

To refer or provide information in response to or by direction of
a court order, or where there is an indication of a violation or -
potential violation of law whether civil, criminal, or regulatary in
nature, to the appropriate agency churged with the responsibility of
investigating or prosecuting such violation or charged with enforc-
ing or implementing a statute or law, regulation or order issued pur-
suaat thereto.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper.

Retrievability: By name.

Safe%u-.)rds: Files are maintained in vaulted areas or approved
metal filing cabinets; file release is on a controlled-loan basis to
authorized officials.

Retention and disposaly{ Retained one year after separation from
the Agency when m al of %St file is reviewed to\datermine and
destroy anYyduplicate records/Which are contained s the official
personnel foller, and ensure/filing of material in pperational files,
as appropriate. :

System manager(s) and address:

Administrative Officer, Office of the DCI

Central Intelligence Agency

Washington, D.C. 20503, . :
Notification procedure: Individuals seeking to learn if this system

Chief, -Smiccs—StaFEr-D}l)ErCum/}f/pwnytAMSMFE DDe¢. of records contains information about them shopld dicect their

Central Intzlligence Agency
Washington, D.C. 20503, -
Notification procedure: Individuals seeking to learn if this system
of racords contains inforination about them should direct their
inguires to;

& é@ ;_% K&C&Wz\‘l—(}!_'}
entral [NLENIgence Agency
Washington, D.C. 20505, -

Tleatification requirements are specified in the CIA rules
putiished in the Federal Register (32CFR 1901.13). Individuals rhust
comply with these rules,

Reeord access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Coantesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initisal determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employee.

Career Service Panel.

Agency officials. -

CIA—28
System name: Supplemental Pzrsonnel (Soft) Files.
System location: '
Central Intelligence Agency
Washington, D.C. 205035,
Categorizs of individuals covered by the system: Current or former
staff or contract employees and detailed military personnel.
Categories of records in the system: Memoranda of discussions,
working copies of personnel” and contract actions including
procedural cheeklists, performance appraisals, travel and shipping
orders. Information concerning conduct, training, special qualifica-
ticas or restrictions, slepemlency and residence, emergency notifi-
cations, biographic duti, letiers of Instruction. Also, cables and
dispatches of administrative and operational significance, and
photographs.
Authority for maintznwnce of the system: National Security Act of
1947, as Amended-—Futdic Law 80233,

" 3 b
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inquiries o
Prively. AcbCoordjfator
entral Intelligence Agency
Washington, D.C. 20503. 5
Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. . : .
Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. :
Contesting record procedures: The Central Intelfigence Agency’s
rezulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in -
the CIA rules section of the Federal Register. . :
Record source categories: Employee.

Career Service Panel.
Agency officials.
CIA—29
System name: Manpower Control System.
System location: .
Central Intelligence Agency
Washington, D.C. 20505. .

Categories of individuals covered by the system: Current and
former Agency personnel and military or civilian personnel on
detail to the Agency.

Contract employees since January 1969.

Applicants in process for employment for whom clearance has
been requested.

Reciplents of Agency awards. . )

Participants, and beneficiaries designated by deceased employees
who were participants, in the Agency’s retirement system and -
Voluntary Investment Plan.

Categories of records in the system: Data on employment history,
fitness reports, qualifications and skills, insurance and medical
benefits, retirement status, Voluntary Investment Plan accounts,
emergency designees, home and work addresses, Agency awards,
military reserve data, cases in process for employment, ceilings,
position and staffing patterns.

.-
223974
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Upon intra-Agency transfer, transfer file to gaining
component personnel office. Upon separation from the
Agency, maintain in Division for 2 years then transfer
material for inclusion in Official Pexrsonnel Folder ;
to Office of Personnel; hold remaining file 6 months and]
destroy. Destruction is by pulping.

After intra-Agency transfer, resignation, or retirement, |
screen folder immediately transferring items that should
be filed in the Official Personnel file, operational
items to appropriate operating files, and process the

remaining material as follows: Intra-Agency transfer--

é;;gard file to gaining office; retirement from Agency--
Appr CorReidds 5109Pd2 TIA q‘qfé’??bﬁ 3R 4and,
pporesf%néilon, Tom Qgeiﬁé?{ o r£51g3§ ion ggges 1 year

and destroy, o




Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-233.

Central Intelligence Agency Act of 1949, as Amended—Public
Law R1-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
310,

" Canaa! Intelligence Agency Retirement Act of 1964 for Certain
Emgzice2e, » Amended—Public Law 83-643.

Routine uses of records maintained in the system, including categeo-
ries of users and the purposes of such uses: To provide statistical re-
pors for CIA management on strength, distribution and utilization
of .power. average grades and salarics, minorities, projected
roirements, profiles of Agency skills and qualifications, compara-
tiv- rizs on promotions, separations, new employees, reasons for
seporations,

To provide rosters and statistics for heads of Career Services to
assist them in administering their career development and evalua-
tion programs, including proraotion rates and headroom, fitness re-
port ratings, qualifications, changes in their Career Services.

To provide staffing patterns, grade and salary data for office
k=uds required for staffing and budgat projections.

To provide salary, leave, benefits and entitlements for the payroll
System. .

“To provide rosters and statistics for components within the Of-
fice of Personnel responsible for administering recruitment,
hospitalization, insurance, retirement, and Volunteer Investment
Proysams.

To provide records of employees entering on duty and employee
separations and current status tapes or rosters to Agency com-
pynents of concem.

To provide statements of accounts to-employees.

Policies and practices for storing, retrieving, accessing, retaining,
and dispasing of records in the system: .

Storage: Magnetic tape and disk.

Retrievability: By name, employee number, organization code,
social security number, or position number.

Safeguards: Tapes and disks are maintained in a special room in a
vzulied area with access only by special badge. All tapes are under
control of a tape librmiin, Each tape has a “security’” profile
which the requester of the tape must match. All requests for recur-

ing or special reports must be approved by the Chief of the

ustical Reporting Branch or his authorized designee. Data is

sed only as related to personnel under the requester’s direct

supervision and control or to individuals responsible for administer-

iz a particular Agency program. On-line query to the system is

i=irzd to personnel responsible for the maintenance, update, and

paration of input data to the system and to employees in the -
sistical Reporting Branch by controlled password. -

Retention and disposal: Permanent retention of subsystems cur-
rzatly in operation. When system is fully operational, a recor
sciedule, including disposal, will be implemented. i -

System manager(s) ani address:

Director, Oifice of Personnel
Ceatral Intelligence Agency
Washington, D.C. 20303,

Notitication procedure: Liidividuals secking to learn if this system

of records contains information about them should direct their
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Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Persons who
apply for employment with CIA.

Categories of records in the system: Personal, medical and em-
ployment history statements, educational transcripts, personal
references, interview reports, test results, correspondence, photo-
graphs, review comments, and processing records.

Authority for maintenance of the system: Ceatral Intelligence-
Agency Act of 1949, as Amended—Public Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Scction
3101

National Security Act of 1947, As Amended—Public Law 80-253,

Routine vses of records maintained in the system, including categd-
ries of users and the purposes of such uses: Used to review appli-
cant’s qualifications for CIA position; for security background in-
vestigation; and for medical screening for determination by
authorized Agency official to offer employment.

A record from this system of records may be disclosed as a
“*routine use' to a Federal, state or local agancy maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
jnformation relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
letting of a contract, or the issuance of a license, grant or other
benfit.

Policies and practices for storing, retricving, accessing, retaining,
and disposing of records in the system: -

Storage: Paper end-microftme——
Retrievability: By name. )
Safeguards: Approved containers or area when not in

use—controlled loans to authorized officials. .
Reteption and disposal: Applicant files placed in process for em-
ployment but subsequently cancelled are retained up to two years

and destroyed by burning. Files on applicants who may be of in- -

terest at a later date are retained indefinitely.
System manager(s) and address:
Director, Office of Personnel
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals secking to leamn if this system
of records contains information about them should direct their
inquiries to; :

—<pdvachct Coniiagtor
Central Tntelligence Agency
Washington, D.C. 20505,

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. .

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

inguiries to: e
&a vacg MOTMQD
Central Tatelliggnce Azency

Washington, D.C. 20303, "

Identification requirements are specificd in the CIA rules
published in-the Federal Register (32CFR 190L13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
drzssed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
r=gulations for access to individual records, for disputing the con-
tants therzof, and for uppealing an initial determination by CIA
concerning access o or correction of records, are promulgated in
the CLA rules section of the Faderal Register.

Record source cateporles: Applicants, employees and parent
Federal ageacy of detmlee

CI1A-—-30
System name: Applicar Files.
Systern location:

Record source categories: Applicant.
Educational institutions.
Physicians.
Letters of Reference.
Agency officials.
Federal agencies.
CIA—31 Lo
System name: Current Employees and Former Employees (official
Personnel files and records related thersto).
Systern locntion: -
Central Intelligence Agency
Washington, D.C. 20505. .
Categories of individuals covered by the system: Current or former

sonnel, and current and former membsrs of Advisory Groups.

Categories of records in the system: Personal and employment his-
tory statements, personnel actions, fitness reports, commendations,

[Informatjxm and Privacy Coordinato
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eraphic profile, retirement status, training, emergency/casualty
cases, awards, lravel arrangements, medical and insurance claims,
correspondence, qualification rezisters, photographs, and informa-
tion relating to the suitability and fitness of the individual, com-
aints and erievaaces, external employment assistance, Voluntary
avestment Pluns, financial and educational assistance, recreation
programs, exit processing, United Givers and Savings Bond, blood
donors.
Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-233.
Ceatral Intelligence Agancy Act of 1949, as Amended—Public
Law $1-110.
Central Inteliigence Agency Retirement Act of 1964 for Certain
Employces, as Ameaded —Public Law 83-643.
Sevtion 506(a), Faederal Records Act of 1950 (44 U.S.C., Section
3101).

' . :
Routine nses of records maintainad in the system, including catego-

ries of users and the purpuses of such uses: To administer personnel
assignments, performance evaluations, promotions, adversz ac-
tons, counseling, retirement determinations of qualifications,
separations, medical or insurance claims, statistical reports, and
oiherwise make decisions on the rights, benefits or entitlements,
2nu yidizations of individuals.

To prepare transcripts in response to a request from another
government agency relative to employment considerations by that
2gzncy. Employment and credit verifications. To update the Agen-
cy Qualificaiions Record System. To refer or provide information
in respoase to or by direction of court order or where there is an
indication of a violation or potential violation of law whether civil,
criminal, or regulatory in nature to the appropriate agency charged
with the responsibitity of investigating or prosecuting such violation
or charged with enforcing or implementing the statute or rule, regu-
Iation, or order issued pursuant thereto.

To provide a data source for production of summary descriptive
statistics and analytical studies in support of the function for which
the records are collectad nnd maintained, or for related personnel
management functions or manpower studies; or to locate specific
individuals for personnel research or other personnel management
functions. .

To respond to inquiries from attorneys and insurance
relative to litigation of an accident claim.

A re=cord from this system of records may bz disclosed as a

- ~routine use’’ 10 a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a sccurity clearance, the
letting of a contract, or the issuance of & license, grant or other
benefit. . :

Policies and practices, for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and microfilm.

Retrievability: By name,

Safeguards: Files are maintained in vaulted areas or approved
etz iiling cabinets; file release is on a controlled-loan basis to
z2uthorized officials.

Retention and disposal: Agency portion of the official file is
destroyed by burning 75 years after birth of employee or 60 years
aftar date of earliest docuiment.

System manager(s) and address:

Director, Offica of Personnel
Central Intelligence Agency
Washington, D.C. 20305.

Notitication procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquides to: S

Act C?@rﬂinator

entral Tritslifgence AgEncy
Washingion, D.C, 20505.

Identification requirzments are specified in the CIA rules
published in the Federal Register G2CFR 1901.13). Individuals must
comply with these yalzi,

Record access prosedures: Request from individuals should be ad-
dressed as indicated in the notification scction above.

Contesting record piciedures: The Central Intelligence Agency’s
regulations for aceess o Individual records, for disputing the con-

companies
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teats thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Other government agencies.

Educationa! institutions,

Employee.

Agency officials.

CIA—32
System name: Consultant and Independent Contractor Records.
System location:
Centcal Intelligence Agency
Washington, D.C. 20505.

Categnries of individuals covered by the system: Consultants and
independsnt contractors who are generally sqlf—employed and who
are engaged under contract to provide technical, management and
scientific advice and services to the Agency.

Categorles of records in the system: Performance gvaluaﬁpns, ad-
ministrative documents on compensation and benefit commitments, .
termination agreements and correspondence, biographic data, ap-
pointment or contract data. _ .

Authority for maint e of the system: National Security Act of
1947, a5 Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public’
Law 81-110, .

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). .

Routine uses of records maintained in the system, Including catego~
res of vsers and the purposes of such uses: To administer contrac-
tual provisions—bencfits, compensation, transportation, termina-
tion; performance evalvation, references, and to otherwise make
decisions on the rights, benefits or entitlements and utilizations of
the individual. .

As a source for managerial statistical and analytical studies, and
other related personnel management functions or manpower stu-
dies. . . . .

A record from this' system of records may be disclosed as a
**routine use'’ to 2 Federal, state or local 2gency maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
l=tting of a contract, or the issuance of a license, grant or other
benefit. . : )

Policles and practices for storing, reirieving, accessing, rataining,
and disposing of records in the system:

Storage: Paper and microfilm.

Retrievability: By name.

Sateguards: Files are maintained in vaulted areas or approved
metal filing cabinets; file re!ease ison a controlled-loan basis to
authorized officialy, maintairied during active emploi:mcm and
retained after separation in accordance with established record
disposat schedules. . .
Retention and disposal:
y burnirig.
ystem manager(s) and address:

Director, Office of Personnel
Central Intelligence Agency T
Washington, D.C. 20505. .

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to:

ivac¥"Act Coorgufator .
Central Intelligence Agency o
Washington, D.C. 20505. : -

Identification requirements are “specified in the CIA rules
published in the Federal Register (32CFR 190L.13). Individuals must .
comply with these rules.

Record nccess procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individual.

hed fop/75 ydars and thin
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. CIA—33
System pame: Prospective Contributors for the Collection of
Foreign Intelligence.
System location:
Central Intelligence Agency

Washington, D.C. 20503.

Catezories ol individuals covered by the system: Individuals who-

voluntarily indicate a willingness to contnibute to Foreign Intel-
lizence. .

Categories of records in the system: Psychological assessment
dzta.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). .

Routine uses of records maintained in the system, including catego-
riss of users and the purposes of such uses: Agency officials use the
psychological assessment data to assist them in reaching a decision
Concerning an affiliation with the Agency.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: :

Storage: Paper form; converted to microfilm after two years.

Retrizvability: By name.

Safeguards: Files are stored in security approved containers. Ac-
cess is on a need-to-know basts.

Retention and disposal: Files are maintained for two years then
mizzofilmed. Files are destroyed by burning after microfilming.

System manager(s) and address:

Director, Office of Technical Service
Central Intelligence Agency
Washington, D.C. 20505,
Notification procedure: Individuals seeking to learn if this system

of racords contains information about them should direct their

Prviey Act Coppdifiator 2 )
Central Intelligznce Agency -
Washington, D.C. 20503, :

Idzniification requirements are specified in the CIA rules
publiszed in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.
 Record access procedores: Request from individuals should be ad-

dressed as indicatad in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
reguiations for access to Individual records, for disputing the con-
tzats thereof, and for appealing an initial determination by CIA
conceraing access to or correction of records, are promulgated in
the CLA rujes section of the Federal Register.

Record source categories: Individuals and Agency officials.

CIA-34
System name: Clinical and Psychiatric Files (Employees).
System location:
Cenixit Tntelligence Agency
Washingzton, D.C. 20505,

Categorics of individuals covered by the system: CIA employees
and thzir dependents; military and Federal civilian employees to
ClA detailees and their dependents; and retired or separated em-
pioyees and their dependents.

Catesories of records in the systenr: Contains all physical examina-
tions, lubwratory data, X-rays, private physician reports, reports of
on-the-jo» injuries and illnesses; results of psychiatric screening
zad testing: reports of psychiatric interviews; records of immuniza-
fons, and reiated medical material.

Authority for maintenance of the system: National Security Act of
1947, 2s Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. i

Saction 506(a), Fedural Records Act of 1950 (44 U.S.C., Section

3101).
Title 5, U.S.C., Scation 7901,

l - - -
Routine nses of records maintained in the system, including catego~
53 Baﬁnuy personnel for

0 s-for-duty, health
maintenance and in reviewing applications for medicul disability
retirement.

By the Civil Service Commission in the case of an employee
under that system who applied for medical disability.

By the Office of Wor cers’ Compensation Programs, Department
of Labor, in the case of an employee who applies for its compensa-
tion. .

To provide information to Federal agencies for employces who
are being assigned or detniled to those agencies.

Policies and practices for storing, retrieving, accessing, retuining,
and disposing of records in the system:

Storage: Files are maintained in paper form filed in an identifying
jacket. Certain information—medical history, laboratory and assign-
ment data--are contained on magnetic tape and punch cards. Prin-
touts from the automated data processing are filed in the subject’s
medical file.

Retrievability: Access is by a file identification number which is,
in turn, cross referenced to a name.

Safeguards: Files are stored in vaulted main file room, During
periods when files are undergoing active processing they are
secured in locked safes. Unauthorized entry into the vaulted file
room is controlled via an alarm system. Access to computer infor-
mation is controlled by limiting the number of mestical personnel
approved for such access by an identifying password. Access to the
main vault file room, locked safes and the Agency Records Center
is controlled by limiting the number of personnel authorized such
access.

Retention and disposal: Files are retained until such time as the
employee retires or separates from the Agency-—at which time,
they are retired to the Agency Records Center. To meet statutory
requirements, they are_then retained for a period of 75 years from
date of birth., Destruction of records will be accomplished through
bumning. Magnetic tapes are degaussed.

System manager(s) and address:

Director, Office of Medical Services
Central Intelligence Agency
Washington, D.C. 20505. . .

Notification procedure: Individuals secking to learn if this system

of records contains information about them should direct their

inquities to: e
euntral Inielligence Agency .
Washinrgton, D.C. 20305. - .

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. -

Contesting record procedures: The Central Intelligence Agency's -
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing ar initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source calegories: The individual supplies hisfher medical
history and additional information is developed through routine
medical processing. : .

Reports from private physicians andfor medical facilities when
permission is granted by the individual concerned.

CIA—-35
System name: Clinical and Psychiatric Files {Applicants).
System location: .
Central Intelligence Agency
Washingion, D.C. 20505,

Categories of Individuals covered by the system: Applicants for
Agency Employment.

. Categnries of records in the system: Contains all physical examina-
tions, laboratory data, X-rays, private physician reports, reports of
previous on-the-job injuries and illnesses, results of psychiatric
screening and testing, reports of psychiatric interviews, records of
immunizations, and related medical material. -

Authority for imaintenance of the system: National Security Act of -
1947, as Amended-—Public Law $0-253.

223" 9?‘2“;
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Central Intzlligeace Agency Act of 1949, as Amended—Public

Law 81-110.
Scction 566(a), Federal Records Act of 1950 (44 U.S.C., Section

3101). - N

Title 5, U.S.C., Section 7501,

Routine uses of records maintained in the system, including catego-
ries of users und the purposes of such uses: Used by Office of Medi-
cal Services to evaluate the medical suitability of applicants for em-
ploymeznt.

Policies und practices for storing, retrieving, accessing, retaining,
and dispasing of records in the system:

Storage: Paper and X-ray film.

Retrievability: By name.

Safeguards: Files are stored in vaulted main file room. During
periods when files are undergoing active processing they are
secured in locked safes. Unauthorized entry into the vaulted file
room is_controlled by an alarm system. Access to computer infor-
mation is controlled by litaiting the number of medical personnel
approved for such access by an identfying password. Access to the
rzain vault file room, locked safes and the Agency Record Ceater is
controlled by limiting the number of personnel authosized such ac-
cess.

Retention ood dispesal: Successtul applicant files are converted to
employee files. Files are retained until such time as the employee
reiires or separates from the Agency—at which time, they are then
retired to the Agency Record Center. To meet statutory require-
ments, they are then relained for a period of 75 years from date of
bxg‘lh. Destruction of records is accomplished through buming. Ap-
plicant Eiles not processeil are retained for a period of two years;
records are then destroyed by buming.

System manzggr(s} and address:

Director, Office of Medical Services
Central Intelligence Agency
Washington, D.C. 20305.
Notification procedure: Individuals seeking to learn if this system
- of records conlains information about them should direct their

inquiries to: —
Tivadikact chx&l’ﬁu@
Ceatial Intelligsce Aency
Washington, D.C. 20505, o

Identification requircments are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
ressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual recorls, for disputing the con-
ents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Pecord source categdries: The individual supplies hisfher medical
history and additional information is developed through routine
medical processing. Reports [rom private phiysicians and/or medical
fzcilities when wntten permission i3 granted by the individual con-
cemed.

CIA-—36
Systera name: Medical Facilities and Physicians.
System location:
Central Intelligence Agency
Washington, D.C. 20503.

Categories of individuals covered by the system: Lists of medical
facilities and names of physicians in the Metropolitian Washington
arey.

Categories of records in the system: Name, business address, and
phone numbers of physicians and medical facilities.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. .

Section 506(a), Federal Recosds Act of 1950 (44 U.S.C., Section

3100). i
Title 5, U.S.C., Scction 7901,
Routine uses of recurds maintained in the system, including catego-
¥ies of users and the purposes of such uses: To provide information
. to employees upon fegneat for external medical referral.

PRIVACY ACT ISSUANCES - Lo ‘ - ‘
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Policies nnd practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:
Storage: Paper.
Retrievability: By name, facility, and medical specialty.
Sufeguards: Maintained ia locked file cabinets. Access on a need-
to-know basis.
Retention and disposal: Lists are continuously maintained. When
updated, old lists are destroyed by burning. :
System manager(s) and address: -
Director, Office of Medical Services
Central Inrelligence Agency
Washington, D.C. 20503.
Notification procedure: Individuals secking to learn if this system
of records contains information about them should direct their

inquiries to:
Crgoagy et Coonddor >
Central Intelligence Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA nules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thersof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Agency physicians and contract medical
personnel. .

. CIA--37
Systera name: Psychological Test Data Files.
System location:

Central Intelligence Agency .
Washington, D.C. 20505. -

Categorles of individuals covered by the system: Applicants, CIA

employees and dependents, ‘detailees and dependents, retired or
separated employees and dependents.

Categories of records in the system: Results of psychological test-
ing and assessment reports.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253. - .

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. . |

3101).
Routine uses of records maintained In the system, including entego-

ries of users and the purposes of such uses: In the case of em-.

ployees, dependents aund detailees, to determine the individual's
skills and aptitudes and suitability for a particular assignment or
training as distinct from his general suitability for employment
(psychiatric screening). R

Data developed to validate new tests and techniques as part of
on-going research efforts.

To prepare reports which summarize test results and to assist
Agency officials in selection of candidates for employment and
career management planning for employees.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper, microfilm, magnetic tape and punch cards.

Retrievability: By name. :

Safeguards: Medical files are stored in vaulted main file room.
During periods when files are undergoing active processing they are
secured in locked safes. Access to computer information is con-
trolled by limiting the number of medical personnel approved for
such access by an identifying password. Access to the main vault
file room, locked safes and the Agency Records Center is con-
trolled by limiting the number of personrnel authorized such access.

Retention and disposal: Files on cmployees, dependents and
detailees are retained in Headquarters until retirement or separation
at which time they are retired to the Agency Records Center,
where they are retained 30 years and then destroyed by the
Records Center by burning. Successful applicants® files are treated
the same as employees. Unsuccessful applicant files are retained
for a period of five years and then destroyed by burning.

993-974

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section _

_..[Information and Privacy Coordinator‘r
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Director. Dffice of Medical Services
Central Inzlligznce Agency
Washington. D.C. 20505.
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
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other Government agencies.

CIA—39
System name: Publications About CIA.
Systemn location:
Central Intelligence Ageuncy
Washington, D.C. 20505.

inquiries {0; - -
1 Hc’golrm ator
Tnizlligence Agency

2, D.C. 205035. )
cation  requirements are  specifi

1 &4 nent ed in the CIA rules
subished ia the Federal Register (32CER 1901.13). Individuals must
cormply with these rules.
Kevord access procedures: Request from individuals should be ad-
dress=d s indicated in the notification section above.
watesting record procedures: The Central Intelligence Agency’s
sas for access to individual records, for disputing the con-
tezis thereof, and for appenling an initial determination by CIA
concerning access to or correction of records, are promulgated ia
the CIA rules section of the Federal Register.
Recnrd source categories: The individual through the completion
of @ variety of psychological tests and interview sessions with
Agzocy medical officars.

Cra—3s
System pame: Congressional Liaison Records.

System location:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Matters of liaison
with Congressional Oifices are filed in the name of the member of
the Office involvad,,

Categories of records in the system: Liaison record.

Correspondence file. :

Newspaper znd publication clippings.

Authority for maiotenance of the system: Section 506(a), Federal
Resords Act 1950 (44 U.S.C, Section 3101).

Routine uses of records maintained In the system, including catego-
riss of users and the purposes of such uses: Handle requests from
members and Committees. .

Coordinate Agency position on proposed legislation.

Preparz Agency position papers. .

Policies und practices for storing, retrieving, accessing, retaining,
and dispasing of records in the system:

Storage: Paper and magnetic media.

Retrievability: By the name of the Member of Congress.

Safeguards: All records are stored in a combination lock safe;ac-
©zs5 is restrictzd only to OL.C personnel.
Retention and disposal:/Records 4 reencd beforg transferral to

: s Rplding gdreg’and any documerdts\of a tpfhpo-
=y nal i trodycd by use of the Agepey clas-
H Aste disposal system. Kecords are destroyed in k
apolifable regulations excepl in cases where this offiecs
£ record, in which case they are fept for permanent retention.
ystem manager(s) and addrEsst i

Legislative Counsel
Central Inteliigeace Agency
Washington, D.C. 20595.

Notification procedure: ludividuals seeking to learn if this system
of records contains information about them should direct their
inquirjes 10:

bing with

Cautegories of individuals covered by the system: Authors of publi-
cation, CIA employees, and other individuals mentioned in
newspaper articles about CIA. .

Categories of records in the systemn: Newspaper articles:

By-lined articles mentioning CIA.
Articles mentioning CIA.

Correspondence concerning arrangements for press interviews
with CIA officers.

Authority for maintenance of the system: Section 506(a), Federal
Records Act 1930 (44 U.S.C., Section 3101).

Routine uses of records maintained in the system, inclnding catego-
ries of users and the purposes of such uses: Used by Agency officials
researching articles on the CIA.

and disposing of records’in the system:

Storage: Paper.

Retrievability: By name.

Safeguards: Files are storegx in a vaulted room; agcess upon
request on a need-to-know basis.
Retention and_dis,
\ are reviewed-afid

System manager(s) and address: .

Assistant to the Director For Parlic AFFAIRS
Office of the Director

Central Intelligence Agency

Washington, D.C. 20505,

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their

maintai
stroye

& Higence Agency
Washington, D.C. 20505. .

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules. -

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categoriess Newspaper articles and correspondence.
CIA—40
System name: CIA Authors File.
System location: o
Central Intelligence Agency
Washington, D.C. 20505. 7 .
Categories of individuals covered by the system: CIA employees
(current and past) who have published commercially. .
Categorics of records in the system: Name of author and title and
source of publication.

Washington, D.C. 20503,

Identification requirements are specified in the CIA rules
published in tae Federal Register (32CFR 1901.13). Individuals must
coziply with these rules.

Record access procedures: Request from individuals should be ad-
drzssed os iadicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
rezulations for access to iadividual records, for dispuling the con-
tents therzof, and for appealing wn initial determination by CIA
concerning access L of correction of records, are promulgated in
== CLA rules section nf the Federal Register.

Record source cateporiis: Ageney officials,

lInformation and Privacy Coordinator |—-

223-974

transferred to Records Center,

into permanent records. Residua

by pulping. :
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Records for which OLC is office of record are permanent.
Non-record or temporary items. are cut off annually,
recalled after 5 years
and screened for selected files which are incorporated

Authority for maintenance of the system: National Security Act of
1947, as Amended-~Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110. :

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including catego~

exhibit in CIA Library.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Manual card file.
Retrievability: By name of anthor.

—1.

- . Permanent.

1 material is destroyed

Policies and practices for storing, retrieving, nccessing, retaining,

ries of users and the purposes of such uses: Used for author display

————

inquiries to: . S e e o

o L




&2

5

Safeguards: Located in li

~, _Retention and disposalyf Be \
bend upopALIRY? motitedesirug

—Systein manager(s) and address:

Director,

Central {ntelligence Agency

Washington, D.C. 20505.
* Notification procedure: Individuals seking to learn if this system
of tecords contains information about them should direct their

jfgﬁim;_»_T——TD
=t Privady Aér€oordinator
catral InteTgence Agency
Washington, D.C. 20505, . .
Jeatification _requirements  are specified in the CIA rules
published in the Federul Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dresvsed as indicated in the notification section above.

Contesting record protedures: The Central Intelligence Agency's
rezulutions for access to individual records, for disputing the con-
tants thereof, and
concming access o or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Pecord source categories: Individual authors.

CIA—41
System name: Intelligence in Public Literature File.
System location:
Central Intelligence Agency
Washington, D.C. 20303.

Categories of individuals covered by the system: Individuals who
have written on the genaral topic of intelligence and have been
reviewed in the public media; individuals identified as being in-
volved in intelligence activities.

Categories of records lu the system: Media articles on personalities
and evants relating to subiject of intelligence.

Authority for maintenance of the systemn: National Security Act of
1947, as Amended—Public Law 80-253.

. Centra! Intelligence Apency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). -

Routine uses of records muintained in the system, including catego-
rizs of users and the purpnses of such uses: Used.to provide Agency
and other USIB components a ready-reference file on open litera-
terz relating to intelligence.

Policies and practices for storing, retrieving, accessing, retaining,
2t disposing of recocds in the system:

Siorage: File folders and archives boxes of media articles.

Zetrievability: By name of author or general topics.

Saleguards: Tile is opgn lo any Agency or Intelligence Communi-
ty cmployee on an official task; requests for access to classified
porilons are screened on the basis of official “*need-to-know.””

Retention and disposal: Articles and topics are discarded when no
longer used.

System manager(s) and address:
Dirsctor, €entratReferenee-Service
Ceatral Intelligence Agency
Weshington, D.C. 20503,

Notification procedure: Individuals seeking to learn if this system
of recsrds contains inf

o date.

1% £

Central Tateltigencs Agéney
Washington, D.C. 20505, .

Identification requivcments are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to iadividual records, for disputing the con-
tents thereof, and far wppealing sn initial determination by CIA

the CIA rules section of the Federal Register.

PRIVACY ACT ISSUANCES

1ea OFFICE o LErirn) Reree
<

for appealing an initial determination by CIA -

OEFIce o= (enTRe | PeFerentet,

ormation about them should direct their -

conceraing nccess tn o correction of records, are promulgated in

i
Record source categories; Foreign and domestic news media; in-
01:1ARDIRES-00473A000600090007-4
| CIA—42
System name: Library Open Literature Ready Reference File.
f' System location:
* Central Intelligence Agency
Washington, D.C. 20505. -
Categories of individuals covered by the system: Individuals ap-
pearing in news media.
Categories of records in the system: Articles concerning in-
dividuals of intelligence interest.
- Authority for maintenance of the system: National Security Act of
1949, as Amsnded— Public Law 80-2533.
Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.
3lg§ction 506(a), Federal Records Act of 1950 (44 U.S.C., Section

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: To provide traditional
library reference service to Agency officials. It serves as an adjunct
to standard published reference works and supplies information not
otherwise readily available.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Hard copy file of media articles.

Retrievability: By subject, organization or personal name; some
are retrievable by a manual or a computer index to the file.

Saleguards: Requests for information are screeped for ap-
propriateness.

Retention and disposal: Articles and categories are discarded
when no longer needed.

System manager(s) and address:
Director, & 1-Ref
Central Intelligence Agency
Washington, D.C. 20505.

Notitication procedure: Individuals seeking to learn if this system
of records contains information about them should direct their .

inquiries to; —— -

( Pﬁ?’zic%_;k: { Coardiinator ¥~

entral Intelligance Agency
Washington, D.C. 20505. 3 .

Tdentification requircments are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above. .

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents therzof, and for appealing an initial determination by CIA
concerning access to or correctton of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Foreign and domestic news media.

CIA—43

Systemn name: Briefing Progrem File.
System location:

Central Intelligence Agency

Washington, D.C. 20505. . . i
Categories of individuals covered by the system: Those individuals,
both foreign and U.S., who have visited CIA for official briefings .
under the CIA Briefing Program.

Categeries of records in the system: Names, dates of visits, and
parent organizations of visitors. ’

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public

Law 81-110.
Se)ction 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

o Q

o AEFrE oF Csrorral Rerceewes )

Routine uses of vecords maintained in the system, including eatego-
ries of users and the purposes of such uses: Used in planning briefing
programs.

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

 {Information and Privacy Coordinator }

Records destroyed when obsolete

by pulping.

23-974

o i
or no longer needed:
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Storage: 3 x § index ca;ds,Approved For Release 2002/01/10 kQAAsB-QP&QnOQA»ZMQDQGHQQQQQQZrAﬁgeme Agency's

Retrievability: By name.
Safeguards: Kept in secure area; orly authorized officials have
access to the file.

Systen manager(s) and address: ]
tef; i + UDI ExEcu v
and Assessments Staff T1ver OFFICER.,
Central Intelligence Agency
Washington, D.C. 20503.
Notification procedure: Individuals seeking to leam if this system
of records contains inforrsation about them should direct their

inquires to: ey
-—iﬁﬁﬂ%@é@g;iggmi

ontian and disposal: [Retaiged for 5 years fisgt date of brict-
P‘%ls %‘(roycd by Mrning. M

regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initinl determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.
Record source categories: Individuals, intelligence reports, open
literatyre.
CIA—45
System name: Soviet-U.S. Contacts File.
System location:
Central Intelligence Agency
Washington, D.C. 20505.
Categories of individuals cavered by the system: Prominent U.S.
citizens, such as members of Congress and high-ranking guvera-
ment officials, who have met prominent Soviets at meetings re-

1 Ceatral Intelligence Agency ported in the press,
Washington, D.C. 203035. . Categories of records in the system: Names and titles of in-
o Identification requirdments are specified in the CIA rules dividuals, dates and places of meetings, subjects discussed as re-
1 |published in the Federal Register (32CFR 1901.13). Individuals must ported in the Soviet and U.S. press.
4 |comply with these rules. Authority for maintenance of the system: National Security Act of
E Record access procedures: Request from individuals should be ad- 1947, as Amended—Public Law 80-253.
dressed as indicated in the notification section above. Central Intelligence Agency Act of 1949, as Amended—Public
Contesting record procedures: The Central Intelligence Agency's ~ Law 81-110. R
regulations for access to individual records, for disputing tae con-- Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
tents thereof, and for appealing an initial determination by CIA 3100). .
concerning access to or correction of records, are promulgated in Routine uses of records maintained in the system, including categon
the CIA rules section of the Federal Register. ries of users and the purposes of such uses: Used to prepare bricfing
Record source categories; Official correspondence from parent or- rrgatenql for US 0‘5‘i|c1§ls who Plan to visit the USSR or hold
1 | gapizations of individuals to be brisfed. discussions with Soviets in the United States.
F CIA—44 Policies and practices for stexing, retrieving, accessing, retaining,
i | L i} f and disposing of records in the system:
3} System name: }fomgn Map Sources Files. Storage: Computer tapes and paper.
‘ System location: Retrievability: Name of Soviet or U.S. participants, date, general
N Central Intelligence Agency _ subject, and locations of meetings. .
Washington, D.C. 20305. Safeguards: Requests for information are screemed for ap-
Categories of individuals covered by the system: Selected U.S. and propriateness. Files are stored in combination locked safes.
forsizn individuals and firms having a poiential to provide foreign Retention and dispasal: File started in 1974 and still considered
2DS. experimental; continuation will depend upon utility; no file destruc-
Categories of records in the system: Names, extracts from open tion to date. :
- litemture, inte.-_lligencc reports, records of map acquisitions. System manager(s) and address: ‘ -
Authority for maintenance of the system: National Security Act of Director, Central-Reference-Service OFFKE oF Cerorrinl RergecncE.,
157, as Amended—Public Law 80-253. Central Intelligence Agency - : : '
Ceatral Intelligence Agency Act of 1949, as Amended—Public Washington, D.C. 20505. -
Law §1-110. Notification procedure: Individuals seeking to learn if this system
Saction 506(a), Federal Records Act of 1950 (44 U.S.C., Section of records contains information about them should direct their
3101). . inquiries to: e .
Routine uses ol records maintained in the system, including catego- w Act Codfilinator 23—
ries of users and the purposes of such uses: To provide information entral Intelligence Agency .
in support of foreign map acquisition, . Wa.f;_{xmgton. D.C.'ZOSOS. fied i h CIA
Policics and practices for storing, retrieving, accessing, retaining, d?_"‘“ jcation requirements are specified in the rules
and disposing of records in the system: published in the Federal Register (32CFR 1_901‘.1.3).
Storage: Paper. Record access procedures: Request from individuals should be ad-
Ret 'nv'.b';’t B . dressed as indicated in the notification section above.
& revablit y; v nare. . . : § Contesting record procedures: The Central Intelligence Agency’s
Safeguards: Kept in secure area; ooly authorized personnel have  eqytations for access to individual records, for disputing the con-
access. L " A tents thereof, and for appealing an initial determination by CIA
Retention and disposal; efinite; periothgally purfed. o concerning access to or correction of records, are promuigated in
System manager(s) and addresst —— the CIA rules section of the Federal Register.
Director, Office of Geographic and Record source categories: Soviet and U.S. press.
Cartographic Research CIA—45
igence Ay . . H t i
&;gﬁ?,&;&ﬁ}%?cnfiojﬁ?cy Sy;!er? nalme. l{\cadamn; Relations File.
Notification procedure: Individuals seeking to leam if this system yscem' t;c;‘ m?li A
of records contains information about them should direct their entral Inte %ecncgo_ggncy
:—:l/mmo: e Washington, D.C. )13 . . Sehot
o Aot o rdinat Categories of individuals covered by the system: Scholars with
‘%%%a Iﬁiér%%%n:ﬁ%y whom the DDI maintains contact for the purpose of exchanging
Washinqwn,.[).(.'. 3()565. research and analyses. i
Identification requirements are specificd in the CIA rules Categories of records in the system: Names and addresses.
published in the Federal Register (32CFR 1901.13). Individuals must Authority for maintenance of the systein: National Security Act of
comply with these rules, 1947, as Amended—Public Law $0-253.
Record access proceduses: Request [rom individuals should be ad- Central Intelligence Agency Act of 1949, as Amended—Public
€rzssed as indicated jn the notification section above. Law 81-110.
bInformation and Privacy’| _ . g
Coordlnatgi Desproy data on individual source when procurement
action is complete or source potential is ended.-
Destruction by pulping. '
PR X
gistrog 5 years after cut-off. Cut off at end
S eac cglendar year. Screen. Destroy duplicate
- igples and housekeeping records. Maintain remainder H
so current file area for 5 years and destroy. !
estruction by pulping. ?

o

Information

and Privacy Coordinatorj______;,
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Section 306(a), Federal Records Act of 1950 (44 U.S.C., Section
3101
Routine uses of records maintained in the system, Including catego-
ries of users und the purposes ol such uses: Reference for correspon-
deace:; mailing of unclassified Agency publications.
Policies and practices for storing, retrieving, accessing, retaining,
=nd dispasing of records in the system:
Storage: § x R} index cards.
Retrievabiisty: By name.
Safeguards: Kept in secure area; only authorized officials have
access. '
Retention and disposag:lm ite; pegedlically pur}gﬁ
System manager(s) and aldress: y
Coordinator for Academic Relations
Central Intelligence Agency
Washington, D.C. 20503,
Nodification procedure: Individuals seeking to learn if this system
of rzcords contains information about them should direct their
foquiries to;

i~.
i

(Fivasg ot Coonlicitor 3
entral Intelligenc€ Agency
Washington, D.C. 20305, *

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and.for appealicg an initial determination by CIA
concerning access lo or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories; Correspondence and personal contact.

C1a—47
System name: Professors and Placement Officers of Selected Col-
leges.

System location:

Central Int=lligence Agency
Washington, D.C. 20505.

Categories’ of individuals covered by the system: Those key in-
dividuals in sclected colleges who may be able to assist the Office
of Economic Research in its professional recruiting effort for
economics analysts.

. Categories of records in the system: Names and parent organiza-
t:ons.

Authority for maintenance of the system: Central Intelligence
Agency Act of 1949, asq.Am::nded——Public Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101). -

Routine uses of records mnlntained in the system, including catego-
ries of users and the purposes of such uses: Used in Office of
Economic Research recruiting program.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: List.

Retrievability: By name.

Safeguards: Kept in secured area; only authorized officials have
access.

Retention and disposnulndzfiﬁ(*' pcriodicnllj?ygged.
" System manager(s) unil AGITE

Director, Office of Economic Research
Central Intelligence Agency
Washington, D.C. 20503,
Notilication procedure: Todividuals seeking to leamn if this system
of records contains information about them should direct their

Approved For Releaser2002(01 HQr: BSNJREEBO-OiO473A000600090007-4

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access lo individual records, for disputing the con-
tents thereof, and for appealing an initial determinution by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Professional contacts established by the
Office of Economic Research and Agency recruiters.

CIA—43
System name: Cryptographic Access File.

System location:

Central Intelligence Agency .
Washington, D.C. 20505.

Categories of individuals covered by the system: Agency staff per-
sonnel, contract employees, and contractor employees who have
been authorized access to cryptographic information.

Categories of records in the system: Bingraphic information in-
cluding name, date of birth, social security number, and Agzacy
component or commercial employer and date of clearauce of per-
son being granted access.

Authority for maint of the syst

Public Law 81-513, dated 13 May 1950. .

Routine uses of records maintained in the system, including categn-
ries of users and the purposes of such uses: Control and accountabili-
ty of cryptographic access clearances.

Certify to Agency officials and to other agencies and private con-
tractors names of individuals who possess a cryptographic
clearance. X 3

Users of this information are the Office of Security and Office of
Communications. :

A record from this system of records may be disclosed as a
“routine use®’ to a Federal, state or local agency maintaining civil,
criminal or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
information relevant to an Agency decision concerning the hiring or
retention of an employee, the issuance of a security clearance, the
letting of a contract, or the issnance of a license, grant or other
benefit. : . . .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper and computer.

Retrievability: By name. .

Safeguards: Information on paper media is stored in combination
lock safes or in a secure area; access is limited to authorized em-
ployees on a need-to-know basis. Information stored on the com-
puter system is subject to safeguards established by the Office of
Security.

Retention and disposal: Paper files are retained until the clearance -
is rescinded. Destruction of paper records is accomplished through
buming. Computer records are revised when clearance is rescinded.

System munager(s) and address:

Director, Office of Communications
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to: ’

r
¢ Priy ,Améﬁ%ﬁégz)
"Cenftral Intelligénce Agency

: Executive Order 10450,

s Priy
Washington, D.C. 20505,

Identification requirements are specified in the CIA ks
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individvals should be ad-
dressed as indicated in the notification section above,

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thercof, and for appealing an initial determination by CIA

inquides 101 e
émt Cautlinator, s

Central Infellizitve Agency
Washirgton, 11 . 20305,
Ydeatification seguirements are  specified in the CIA rules
published in the Fedurul Register (32CFR 1901.13). Individuals must

comply with these 1ulis

2

)

concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: The source of biographic information is
the Office of Security or official correspondence notifying Office
of Communications of a change in the individual’s status.

S>074

H1nformation and Privacy Coordinator]

<

Review annually and destroy records on individualils

is by pulping.

no longer associated with the activity.

Reviewed every 2 yearé and records are destroyed

Destruction

o

~on individuals no longer associated with the program.

Destr¥uction is by pulping.




Employee.

.

CIlA—49
System name: Directorate of Operations Records System.
Systern location:
Central Intellizgznce Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Individuals who
ar= of foreign intellizence or foreign counterintelligence interest to
the CIA, either because of their actual, apparent, or potential as-
sc<iation with foreign intelligence or foreign counterintelligence ac-
iwities, or because they are of actual or potential use to CIA.

Cutegories of vecords in the system: Categories of records include

administrative, management and_policy, personality, operational,
zod impersonal subjects based primarily on foreign intelligence and
{oreign counterinteliigence reports.
Authority for muintenance of the system: National Security Act of
1527, as Amended—Public Law 80-233.
Central [ateliigence Agency Act of 1949, as Amended—Public
La $1-110. 4 :
Saction 506(a), Federal FPecords Act of 1950 (44 U.S.C., Section

-‘:mnigmtion and Nationality Act, as Amended—-Public Law 82-
is

[}
=)

b

te

ioutine uses of records maintained in the system, including catego-
riss of users and the purpases of such uses: To provide information
hin CIA and 10 selected Federal agencies and military depart-
meats Eor the conduct of foreign intelligence operations.

To provide informatiun within CIA and to the FBI, other
«d Federal ageacies, and military departments for the conduct
=izn counterintelligznce operations.

<t national Agency name checks for other agencies as

v National Security Council Directive and the Immigra-
=il Nationality Act of 1952 in the interest of the security of
taz United States.

To provide information to the Immigration and Naturalization
Sarvice.

A tecord from-this system of records may be disclosed as a
“*routine use” to a Federal, state or local agency maintaining civif,
criminal ‘or other relevant enforcement information or other per-
tinent information, such as current licenses, if necessary to obtain
iaformation relevant to an Agency decision concerning the hiring or
n of an employee, the issvance of a security clearance, the
siting of a coniract, or the issuance of a license, grant or other
benefin

To provide information to 11.S. and, through established liaison
chznnels, selected foreign puvernment agencies in national security
or zriminal cases.

Palicies und practices for storing, retrieving, accessing, retaining, -
and dispesing of records in the system:

Storage: Paper, microforms, and magnetic media.

Retrievability: By name.

Safeguards: Strict controls have been imposed to minimize the
1% of compromising information held. Employees are allowed ac-
c235s to the index and files only after underpoing special training.
= are degrees of compartmentation which are desigaed to limit
s to informaiion on a strict *'nced-to-know® basis. Records
kept of each disclosure of a record to another agency as
cired by this act.

__Retention and disposal: Retention is based on approved records
@ spusition’ schedules. Destruction is by pulping, degaussing, or
burning.

System manager(s) und address: e VA A

Chist¥Services Suaff, BEO 2~ oRma7on

Central Inteliizance Azauly

Washington, D.C, 20303,

Natification procedure: Individuals secking to learn if this system

ords contains information about them should direct their

08 e
ivacy~Act Coordfnator ./
Central Tateilizétce Azsncy
Washington, 1.C. 20505,
Ideniificazion reguirements are specified in the CIA rules
Zublished in the Federal Register 32CFR 1901.13). Individuals must
comply with 3 .
Record access provedurss: Request from individuals should be ad-
Eressed as indicatzd in the notification section above.

.

Information and

A~ I kD
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Contesting record procedures: The Central Intcll_igéncc Agency'’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concarning access to or correction of records, are promulyated in
the CIA rules section of the Federal Register. .

Record source categories: Other U.S. agencies and organizations.,

Foreign sources and individuals.

Predecessor organizations.

Overt publications.

Private citizens.

State and local agencies.

CIA—50
System name: Financial Records.
System location: .
Central Intelligence Agency
Washington, D.C. 20505.
Categories of individuals covered by the system: Cuwrrent and

- former Agency staff personnel, contract personnel, consultants, in-

dependent contractors, detailed military and civilian personnel, and
survivors of deceased CIA retirement system annuitants

Categories of records in the system: Records required to ad-
minister compensation payments, payments to CIA Retirement
System (CIARDS) annuitants, authorized or required payroll deduc-
tions or contributions for Federal, state and city income tax, retira-
ment, insurance, Credit Union, etc., and leave entitlements. Person-
nel actions, contracts, W-4s, W-2s, withholding authorizations,
banking instructions for dissemination of employecs’ salary checks.

Official travel orders, record of funds advanced and transporta-
tion furnished, copies of travel claims and accountings.

Records and statements concerning the status of funds advanced
to individuals for official purposes.

Correspondence and copies of all financial documentation accu-
mulated in the collection and settlement of amounts due the Agen-
cy from former employees. -

Financial accounts and records concerning employees’/former
employees® participation in the Voluatary Investment Plan. Mem-
bership application, payroll deduction authorization, quarterly
status statement, funds withdrawal requests.

Certifying officers; contracting officers; and authorizing letter
and signature card.

Authority for maintenance of the system: Central Intelligence
Agency Retirement Act of 1964 for Certain Employees, as
Amended-—Public Law 83-643, ) e .

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintainead in the system, including cateuo-
ries of users and the purposes of such uses: Used by CIA personnel
to fulfill statutory requirements with regard to the computation,
payment, and recording of compensation due Agency personnel and
annuities due to CIARDS annuitants and to report Federal, state,
and local taxing zuthorities tax information as required by law;
used by CIA officials to report and remit to appropriate Federal,

" state, and local agencies tax withholdings, individual and CIA con-

tributions for retirement, life and health insurance programs, and
other deductions as required or authorized by the individual. .

Used by CIA personnel concemed with the administration,
processing, audit and certification of travel and transportation ac-
counts.

Used by CIA personnel as an administrative control to ensure
that official funds advanced to individuals are properly and fully
accounted for. . i

Used by CIA personnel to pursue and document efforts made to
collect amounts due the Agency from former Agency personnel.

Used by CIA personnel in the financial administration of the
Voluntary Investment Plan and to inform participants of their equi-
ty in the Plan.

Used within CIA by Agency personnel charged with responsibili-
ty for determining that the commitment and expenditure of Agency
funds is authorized, approved, and certified by officials to whom
such authority has been delegated.

Policies and practices for storing, retrieving, accessing, retaining,
and dispasing of records in the systemn:

Storage: Paper, punch cards, microfilm, magnetic tape and disks.

Retcievability: By name, employee number, and component of as-
signment.

974
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Salequards: Records are Iocated in either vaulted, limited access
areas or in combination fock safes. Access to the records is stactly
Jimited to Agzency personnel who either work with the records or
have an officizl need for the information.

Retentivn und disposal:  Method of disposal is by burning,
deguussing or shredding, whichever is the most appropnate for the
particular medivm in which the record is maintained. Records are
retained in accordance with established record disposal schedules.

System manager(s) and address:

Dirzctor, Office of Finance
Central iatelligence Agency
Washingion, D.C. 20305, )

Notificativa proc=dure: Tadividuals seeking to leam if this system

of records contins taformation about them should direct their

rdg,ﬂ@
e AgEncy
Washington, 1310, 20303,

Identification requrements are specified in the CIA rules
publishied in the Federal"Register (32CFR 1901.13). Individuals must
comply with these rules. :

Record access procedures: Request from individuals should be ad-
dressed us indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-

znts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Individuals and Agency officials.

Cla--51
System pame: Security Duty Office Event Reports.
System locations, )
Central Intelligence Agency
Washington, D.C. 20303, :

Categories of individuals covered by the system: Individuals who
contact the Security Duty Office.

Categories of records in the system: Name, date and subject
matter of contact by individual, : . .

Autherity for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253, .

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

zction 505(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine nses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Brief senior Security Of-
ficers concerning contacts made by individuals and events involving
the Agency and Agency facilities. -

Poiicies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Paper. A

Retrievability: By name.

Safegnards: Records are maintained in office which is manned on
a 24-hour basis. Information is disclosed to Agency officials on a
need-to-know basis.

Retention and disposal: Records arc maintained only for time
period when subject is of interest to the Agency. Rscords are
destroyed by burning.

System manager(s) and address:

Dirzctor, Office of Security
Cenr:al Intelligence Apency
Washinzton, D.C. 20505,

Notilication procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
inquiries to:
j—— Privacy Act

Central Tntel
Washington, 1).C

Ydentification requirzments are specified in the CIA rules
published in the Fuderal Register (32CFR 1901.13). Individuals must
comply with these iy,

Record access procedures: Request from individuals should be ad-
dressed as indicated w ths notification scction above.

ontesting record procedures: The Central Intelligence Agency's
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access_to or correction of records, are promulgated in
the CIA nules section of the Federal Register.

Record source categories: General public, employees and Federal,
state and local officials.

CIA—52
System name: Special Clearance System.

System location:

Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Federal, civiliun
and military personnel and representatives from private industry
who possess special access clearances. .

Categories of records in the system: Name, date of birth, social
security number, date of background investigation, organization,
and clearances held.

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amendud—Public
Law 81-110.

Section 506(z), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: To certify throughout the
Intelligence Community and related industry the individuals whose
names are contained in this Special Register for purposes of con-
trolling access to special classified materials. .

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: Cards, computer tapes and paper.

Retrievability:' By name, social security number, and organiza-
tion.

Safeguards: The records are stored in a secure area. Access to
the storoge area is restricted to those who have the proper
clearances and have a need-to-know.

Retention and disposal: Thé records are kept as long as en in-
dividual possesses special access clearances. Records are destroyed
when individual is debriefed of special clearance(s). Paper records
are bumed; magnetic tapes are degaussed.

System manager(s) and address:

Director, Office of Security
Central Intelligence Agency
Washington, D.C. 20505.. .

Notification procedure: Individuals seeking 1o leara if this system

of records contains information dbout them should direct their

iﬂquin'.e’s‘m;______~__‘..“-—--\L : .

Privagy ActToondinator,
entral Intelligence Agency
Washington, D.C. 20505. :

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents therzof, and for appealing an initial determination by CIA
concerning access o or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Agency personnel, and other Federal
agencies, and private industry.

CIA—54
System name: Central Badge System.
System location:
Central Intelligence Agency
Washington, D.C. 20505.
Catepories of individuals covered by the system: Agency em-
ployees and individuals who required building access badges.
Categories of records in the system: Name, date and place of
birth, social security number, photographs and fingerprints. .

223-9%4
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Authority for malntenance of the system: Central Intelligence
Azency Act of 1949, as Amended—Public Law 81-110.

Section SU5(a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

National Security Act of 1947, as Amended—Public Law §0-253.

Routine wses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Used by the Office of
S=curity to identify and contro] access to Agency facilities.

Policies and practices for storing, retrieving, nccessing, retaining,
and disposing of records in the system:

Storage: Paper, photographs and magnetic media.

Retrizvability: Name and badge number.

Safeguards: Records are maingaincd in vault. Access is limited to
iaZividuals on need-to-know basis.

Retention and disposal; Retained for duration of employment or
zssociztion with the Agency. Records are destroyed by burning two
yzars after resignation or termination of the association. .

System nranager(s) and address:

Director, Office of Security
Central Intelligence Agency

. Wasnington, D.C. 20505,

Notificulion procedure: Individuals seeking to learn if this system
of records contains information_about them shonld direct their
ioquiries to: - .

sivadylAst Coord .ALo_r:>
Central Intllizence Ayzncy
Washington, D.C. 20305,

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedueest Request from individuals should be ad-
drassed as indicated in the notification section above.

Contesting record provedures: The Central Intelligence Agency’s
regulations for access to Individual records, for disputing the con-
t=nts thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
t=e CIA rules section of the Federal Register. :

Record source categories: Employee records andfor the individual
requesting identification badge.

CIA-56
System namé: Security Analysis Records.

System location:

Central Intelligence Agency
Washington, D.C. 20505,

Categories of individuals covered by the system: Any individual
«ho comes to the attention of the Agency because of a counterin-
zslizence interest that coancerns Agency personnel or Agency
szourity. .

Catezories of records I the system: Biovraphic information and
data concerning an individual's involveient in specific intelligence
zad counterintelligence activities,

Authority for maintenance of the system: National Security Act of
1947, as Amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 51-110.

Section 506(a), Federa) Records Act of 1950 (44 US.C., Scction
3101). .
Rontine uses of records muintained in the system, including catego-
ries of users apd the purposes of snch uses: Inform Agency officials
of poiential or actual Cl information involving Ageacy persoanel or
facilities

Policies and practices for storing, retrieving, accessing, retaining,
and dispnsing of records in the system:

Storaget Paper.

Retrievability: By narme.

Safeguards: All records are maintained in a vaulted area. Access
is limited on a nesd-to-know basis.

Retention and dispesal: Permanent retention

System manager(s) ind ndidress:

Director, Offive of Security
Central Intellizue Ayency
Washington, Fre 240505,

CENTRAL INTELUGENCE AGENCY 431

Notification procedure: Individuals sceking to learn if this system
of records contains information about them should direct their

inquiries to;
ct-Coordivator

>

-

entral Tntelligence
Washington, D.C. 20505.
Identification requirsments are specified in the CIA rules

rivat )
" Agency

published in the Federal Register (32CEFR 1981.13). Individuals must:

comply with these rules,

Record access procedures: Request from individuals should be ad-
dressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thereof, and for appealing zn initial determination by CIA
concerning access to or corection of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Employees.

U.S. Government agencies.
Foreign intelligence sources.
Ci1A—57
System name: Security Records.

System location:

Central Intelligence Agency
Washington, D.C. 20305.

Categories of individuals covered by the system: Applicants, staff
and contract employces, former employees, consultants, contrac-
tors, military detailees, individuals of security interest, persons of
substantive affiliation with or service to the Agency, persons on
whom the Agency has conducted an investigation, Agency em-
ployees and other individuals associated with the Agency who have
completed an accident report form, and Federal, civilian and milita-
ry personnel with whom the Agency conducts laison.

Categories of records in the system: Investigation requests.

Biographic data (name, sex, D/POB, social security number, and
employer and employee address at time record was created).

Authorizations for the release of high school and college trans-
cripts and copies of those transcripts.

nvestigative reports. . -

Appraisal summaries reflecting the rationale for granting or refus-
ing a security clearance. .

Documentation of the finel action taken by the Office of Sccurity
concerning any given investigation.

Secrecy agreements.

PDocumentation concerning the granting or refusing of special
clearances; levels of clearances held; approvals for personnel reas-
signments; notations that polygraph or other special interviews
were performed; memoranda concerning security violations; notices
of termination of affiliation with the Agency.

Report of accidents and investigative reports.

Authority for maintenance of the systen: National Security Act of
1947, as amended—Public Law 80-253.

Central Intelligence Agency Act of 1949, as Amended—Public
Law 81-110.

Section 506(z), Federal Records Act of 1930 (44 U.S.C., Sectivn
3101).

Executive Order 10450.

Executive Order 11807, ’

Section 19(a), Occupational Safety and Health Act of
1970—Public Law 91-596.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The system is vsed to
ascertain whether there is any existing information concemning a
person who is of immediate interest to the CIA. The system is rou-
tinely used when:

a person applics for CIA employment;

a person is a candidate or associated with a candidate for some
project or assignment;

a question arises as to_whether a certain individual has been
security approved, or considered for security approval by the C1A;

there is a need to obtain the sccurity file of an individual who Is

known (or assumed) to be the subject of a file; and

CIA receives a request for iavestigative information from another
Federal agency.

Records from this system are also used to prepare briefings an
Agency accident experience; to determine accident causes and
recommend remedial action; and to prepare quarterly and aunual
statistical repotts for the Department of Labor.

2238-974

Information and Privacy Coordinator tm-,..,
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Policies und uractices for storing, retrieving, accessing, retaining,
and dispising of records in the system:

Storage: Paper, microfilm, computer disks and magnetic tapes.

Retrivvability: By name.

Safeguards: Records are safeguarded by combination lock securi-
ty containers, or are stored within a vaulted area. Access is
restricted o jndividuals who are certified on an ‘‘Access List.”” The
A cce~s List is validated each month and published so that responsi-
b= officials can insure thai records are accessed only for official

4 and disposals Files which contain Agency-developed in-
rzports on an individual are retained a maximum of 50
a Jdesiroyed by burning or pulping. Liaison contact files
or thres vears and then destroyed by burning or pulping,

VECEE

. ¢
TRrF ASIt L A T 1
ersept whare there is o ‘ocumented request to continug the liaison.

System nanagzer(s) and adidress:

tor, Office of Security
Ceniral Intelligence Auency
Washington, D.C. 20503.
Notification procedure: Individuals seeking to learn if this system
of records contains information about them should direct their
i:xc;uiric:_j 10;

PRIVACY ACT ISSUANTES E
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Central Intelligence Agency
Washington, D.C. 20505,

Notification procedure: Individuals seeking
of records contains thet : s

ries 10;

,——m:\bf(“_oords 1 tor)
Central Intelligence Agency
Washington, D.C. 20505, i

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record access procedures: Requests from individuals should be
addressed as indicated in the notification section above.

Contesting record procedures: The Central Intelligence Agency's
regulations for access to individual record, for disputing the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categorles: Agency cmployees. -

CIA—59

System name: Unsolicited Correspondence from the Geaeral Public
‘Addressed to the Director or Deputy Director of Central Intcl-

to learn if this systein
ould direct their inqui-
INFORMATION) ABCAT THEM

cntiral [acligence Ag
Wasaington, D.C. 20503, -

Tdentification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with 1hese rules.

Record access procedures: The Central Intelligence Agerncy'’s
regulations for access to individual records, for disputieg the con-
tents thereof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in
the CIA rules section of the Federal Register.

Record source categories: Current and former employees, con-
sultants, contractors, contract employees, military detailees, appli-
cants for employment, persons of substantive affiliation with or
servics to the Agency, Federal state and local agencies, educational
jasitutions, employers, personal and business refersnces provided
by the individual under investigation and acquaintances of the in-
dividual. .

CIA—58
System name: Inspector General Research Records.
System location:
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Agency personnel
and other individuals whose namss appear in documents assembled
primasily_from other Agency records systems by the Inspector
Ge=neral in relation to an Executive commission and Legislitive
commitize reviews of Agency activities conducted between 1972
and 1975, N

Categuries of records in the system: CIA documents that are per-
ticsnt to an Executive commission and Legislative committee
reviews of Agency activitius.

Avthority for maintenance of the systent: Central Intelligence Act
of 1949, as amended—Public Law 81-110.

Section 506{a), Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained In the system, Includiag catego-
ries of users avd the purposes nf such nses: The system is used by
Azency officizls for referznce use in connection with Executive
ard Législative reviews of Agency activitics.

Policizs and practices lor sioring, retrieving, accessing, retaining,.
aad disposing of records In the system: .

Storage: Paper.

Retrievability: Name or subject.

Safeguards: Information is stored is safes. Access is limited to
A cency personnel e
Retention and dis r_ri:d:/l‘)}ewﬁgents will be ‘Pygﬁncd for iny finité)

em manager{s) pnd nildress:

ligence.

System location: .
Central Intelligence Agency
Washington, D.C. 20505.

Categories of individuals covered by the system: Members of the
General public who have written to the Director or Deputy Director
of Central Intelligence.

Categories of records in the system: Correspondence from the
general public and Agency letters of response. .

Authority for ] of the syst Central Intelligence
Agency Act of 1949, as amended—FPublic Law 81-110.

Section 506(a), Federal Records Act of 1950 (44 U.5.C., Section
101). .

3

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The system is used by
the Executive Secretary, Office of the Director, to insure that cor-
respondence is acknowledged. Certain corgaSpondc:ncc,is forwarded
to other Government agencies for appropriate action.

Policies and practices for storing, retrieving, accessing, refaining,
and disposing of records in the system:

Storage: Paper.

Retrievability: By name.

Sateguards: Records ate in a vaulted area; access is controlled by
the Executive Secretary. e'_'__________,,---————~—"‘;—‘-—-~
etention _and dispesal: jRecqrds apé stored in/the Executive Re-

years and then t {Bfgn'ed to t\}e’ Records Ccnh;r}%nr
e years’ storage,/fecords are destroyed by burning
ate of receipt of correspondence. EA

Execntive Secretary
Central Intelligence Agency
Washington, D.C. 20505.

Notification procedure; Individuals seeking to leatn if this system
of records contains their correspondence should direct their inqui-
ries to: T TR
e Priyaly Aﬁtfcbg_@_ig@g;)

Ceniral Intélligence Agency
Washington, D.C. 20505.

Identification requirements are specified in the CIA rules
published in the Federal Register (32CFR 1901.13). Individuals must
comply with these rules.

Record mecess procedures: Requests from individuals should be ’
addressed as indicated in the notification scction above.

Contesting record procedures: The Central Intelligence Agency’s
regulations for access to individual records, for disputing the con-
tents thersof, and for appealing an initial determination by CIA
concerning access to or correction of records, are promulgated in

the CIA rules section of the Federal Register.

Permanent.

[

Subject file of substantive correspondence requiring
action beyond acknowledgement reply is permanent.

Routine correspondence and
reviewed at 2 year intervals and. destroyed by pulpin
when no longer needed, Or

original contact if no interest activated

or jincorporated into Subject file if interest is -

activated and case warrants. :

originals referred to Office of Personnel; duplicates

so noted and files cut off annually and destroyed !
N _ by pulping when-'2 years old. :
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destroyed 5 years after _
s within 5 years,
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Employment applications:
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CIA--60

System name:

Personal and Professional Associates of the Director
of Central Intelligence.
Sysfem location:
Central Intelligence Agency
Washington, D.C. 20505

Categories of individuals covered by the system:
Personal and professional associates of the Director
of Central Intelligence.

Categories of records in the system:
Home and business addresses; home and business phone
numbers; category of association with the DCI (e.g.
personal/professional).

Authority for maintenance of the system:

T Central Intelligence Agency Act of 1949, as amended-
-Public Law 81-110. Section 506(a), Federal Records
Act of 1950 (44 U.S.C., Section 3101).

Routine uses of the records maintained in the system,
inciuding categories of users and the purposes of such
uses: v
The system is used by administrative personnel,
Office of the Director, to insure that information
pertaining to the Director's associates is
maintained in a current manner.

Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in the

system:

Storage: Hard copy computer print-out and magnetic
disc-pack.

Retrievability: By name, city, or type of
association.

Safeguards: Hard copy computer print-out stored in
a vaulted area; access is controlled by the Director's
immediate office staff, Automatic data processing disc
pack requires coded identifier for activation. Access
on a need-to-know basis.

Retention and disposal: The hard copy computer

Approved For Release 2002/01/10 : CIA-RDP80-00473A000600090007-4
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print-out is stored in the Office of the Director and
becomes a part of the Director’'s personal
correspondence/files. This hard copy is replaced as
changes occur and the preceding copy destroyed by
burning. Magnetic disc pack is corrected as changes
occur and when no longer of use it is erased.

System manager and address:
Txecutive Assistant to the Director
Central Intelligence Agency
Washington, D.C. 20505

Notification procedure:
Tndividuals seeking to learn if this system of
records contains their name and address should
direct inquiries to:

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

Identification requirements are specified in the CIA
rules published in the Federal Register (32CFR
1901.13). Individuals must comply with these rules.

Record access procedures:
Requests from individuals should be addressed as
directed in the notification section above.

Contesting record procedures:
The Central Intelligence Agency's regulations for
access to individual records, for disputing the
contents thereof, and for appealing an initial
determination by CIA concerning access to or
correction of records, are promulgated in the CIA
rules section of the Federal Register.

Record source categories: .
G¢Técted public by category of relationship with the
nerl.
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CIA--61

System name:
Supplemental Personnel (Soft) Files.

System location:
Central Intelligence Agency
Washington, D.C. 20505

Categories of individuals covered by the system:
Current and former staff or contract employees and
detailed personnel.

Categories of records in the system:
Memoranda of discussions, working copies of
"personnel and contract actions including procedural
checklists, performance appraisals, travel and
shipping orders. Information concerning conduct,
training, special qualifications or restrictions,
dependency and residence, emergency notifications,
biographic data, Letters of Instruction. Also,
cables and dispatches of administrative and
operations significance, and photographs.

Authority for the maintenance of the system:
National Security Act of 1947, as amended--Public
Law 80-253. Central Intelligence Agency Act of
1949, as amended--Public Law 81-110. Section 506(a)
Federal Records Act of 1950 (44 U.S.C., Section
3101).

Routine uses of records maintained in the system,
including categories of users and purposes of such
uses:

" Used as a supplement to the official personnel
folders by authorized operating officials to
facilitate and eXpedite processing or procedural

requirements and transactions of employees.

Serves as a management tool for administrative and
operating officials for purposes of employee
assignment, promotion, and career development
considerations and determinations.

To refer or provide information in response to or by
direction of a court order, or where there is an
indication of a violation or potential violation

of law whether civil, criminal, or regulatory in
nature, to the appropriate agency charged with the
responsibility of investigating or prosecuting such
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violation or charged with enforcing or implementing a
statute or law, regulation or order issued pursuant
thereto. ' ’ :

Policies and practices for storing, retrieving,
accessing, retaining, and disposing of records in the
system.

Storage: Paper. .

Retrievability: By name.

Safeguards: Files are maintained in vaulted areas
or approved metal filing cabinets; file release is on a
controlled-loan basis to authorized officials.

Retention and disposal: After transfer, resignation
or retirement, screen folder immediately transferring
items that should be filed in the Official Personnel
file, operational items to appropriate operating files,
and process the remaining material as follows:
Transfer-~-forward file to gaining office; retirement--
hold retirement cases 18 months and destroy; and,
resignations--hold resignation cases 1 year and destroy.

System manager:and address:
Chief, Support Staff
Intelligence Community Staff
Washington, D.C. 20505

Notification procedure:
Individuals seeking to.learn if this system of
records contains information ahout them should
direct their inquiries to:

Information and Privacy Coordinator
Central Intelligence Agency
Washington, D.C. 20505

[dentification requirements are specified in the CIA
rules, published in the Federal Register (32 CFR
1901.13). Individuals must comply with these rules.

Record access procedures:
Request from individuals should be addressed as
indicated in the notification section above.

Countesting record procedures:
The Central Intelligence Agency's regulations for
access to individual records, for disputing the
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contents thereof, and for appealing an initial
determination by CIA concerning access to or
correction of records, are promulgated in the CIA
rules section of the Federal Register.

Record source categories:
Employee
Career Service Panel
IC officials.
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